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Notices

This information was developed for products and services offered in the U.S.A.

IBM may not offer the products, services, or features discussed in this document in other countries. Consult
your local IBM representative for information on the products and services currently available in your area. Any
reference to an IBM product, program, or service is not intended to state or imply that only that IBM product,
program, or service may be used. Any functionally equivalent product, program, or service that does not
infringe any IBM intellectual property right may be used instead. However, it is the user's responsibility to
evaluate and verify the operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter described in this document. The
furnishing of this document does not give you any license to these patents. You can send license inquiries, in
writing, to:

IBM Director of Licensing, IBM Corporation, North Castle Drive Armonk, NY 10504-1785 U.S.A.

The following paragraph does not apply to the United Kingdom or any other country where such provisions are
inconsistent with local law: INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS
PUBLICATION "AS I1S" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT,
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some states do not allow disclaimer of
express or implied warranties in certain transactions, therefore, this statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically made
to the information herein; these changes will be incorporated in new editions of the publication. IBM may make
improvements and/or changes in the product(s) and/or the program(s) described in this publication at any time
without notice.

Any references in this information to non-IBM Web sites are provided for convenience only and do not in any
manner serve as an endorsement of those Web sites. The materials at those Web sites are not part of the
materials for this IBM product and use of those Web sites is at your own risk.

IBM may use or distribute any of the information you supply in any way it believes appropriate without incurring
any obligation to you.

Information concerning non-IBM products was obtained from the suppliers of those products, their published
announcements or other publicly available sources. IBM has not tested those products and cannot confirm the
accuracy of performance, compatibility or any other claims related to non-IBM products. Questions on the
capabilities of non-IBM products should be addressed to the suppliers of those products.

This information contains examples of data and reports used in daily business operations. To illustrate them
as completely as possible, the examples include the names of individuals, companies, brands, and products.
All of these names are fictitious and any similarity to the names and addresses used by an actual business
enterprise is entirely coincidental.

COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrates programming
techniques on various operating platforms. You may copy, modify, and distribute these sample programs in
any form without payment to IBM, for the purposes of developing, using, marketing or distributing application
programs conforming to the application programming interface for the operating platform for which the sample
programs are written. These examples have not been thoroughly tested under all conditions. IBM, therefore,
cannot guarantee or imply reliability, serviceability, or function of these programs. You may copy, modify, and
distribute these sample programs in any form without payment to IBM for the purposes of developing, using,
marketing, or distributing application programs conforming to IBM's application programming interfaces.
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Preface

What is IBM® Electronic Services? Why do | need it? Where do | get it? When and how do |
get it? How will this help me move into an on demand business?

Find the answers to these questions and more details about /BM Electronic Services in this
IBM Redbook. In an on demand environment, IBM Electronic Services integrates the IBM
Support community with your company to ensure that your IT environment is running with
minimal disruption and maximum efficiency. The two components of this strategy are IBM
Electronic Service Agent™ (Service Agent) and the IBM Electronic Services Web site.

Service Agent is available for all IBM @server® product lines, in all countries or regions
where IBM does business. This redbook teaches you the basic steps to install, activate, and
use Service Agent in your enterprise for each product line: IBM @server iSeries™,
pSeries®, xSeries®, and zSeries®.

This redbook also highlights the Electronic Services Web site and how to use the features of
Service Agent through this site. For example, you can view the Service Agent inventory and
use Service Agent information in the Premium Search tool. You can also see a list services
that use Service Agent information, such as Performance Management offerings and
Capacity Upgrade on Demand (CUoD). Plus this book explains how you can benefit from the
on demand benefits of using Service Agent.

This redbook is intended for IT management and system operators who work for IBM Clients.
Prior to reading this redbook, you should have a thorough understanding of your computer
system and networking environments.

The team who wrote this redbook

This redbook was produced by the IBM Electronic Services global organization. This includes
the IBM Electronic Service Agent and the Electronic Services Web site teams, as well as
representatives from each IBM business region. Assistance was provided by the International
Technical Support Organization (ITSO), Rochester Center.

Thanks to the following people for their contributions to this project:

Linda Allen, Electronic Services Web strategist

Lynn Behnke, ITSO Project Leader

Eliot T. Burris, iSeries and zSeries

Mark A. Edwards, zSeries

Scott Fredericksen, Service Agent strategist and iSeries
Bob A. Haataia, Electronic Services executive team
R. Kent Holcomb, Electronic Services executive team
Mary Kay Hyde-Bohn, Redbook coordinator

Debbie L. Johnson, xSeries

Anna T. Lee, zSeries

Mark McDonnell, iSeries

Craig W. Mull, pSeries

M. Lauren Repp, xSeries

Linda Robinson, ITSO graphics

John Speacht, Electronic Services executive team
Vince Terrone, pSeries and zSeries

© Copyright IBM Corp. 2004. All rights reserved. ix



Terry Ulmer, xSeries
Sandra Westling, iSeries
Glenn Woods, pSeries

Become a published author

Join us for a two- to six-week residency program! Help write an IBM Redbook dealing with
specific products or solutions, while getting hands-on experience with leading-edge
technologies. You'll team with IBM technical professionals, Business Partners and/or
customers.

Your efforts will help increase product acceptance and customer satisfaction. As a bonus,
you'll develop a network of contacts in IBM development labs, and increase your productivity
and marketability.

Find out more about the residency program, browse the residency index, and apply online at:

ibm.com/redbooks/residencies.html

Comments welcome

X

Your comments are important to us!
We want our Redbooks™ to be as helpful as possible. Send us your comments about this or
other Redbooks in one of the following ways:
» Use the online Contact us review Redbooks form found at:
ibm.com/redbooks
» Send your comments in an Internet note to:
redbook@us. ibm.com
» Mail your comments to:

IBM Corporation, International Technical Support Organization
Dept. JLU Building 107-2

3605 Highway 52N

Rochester, Minnesota 55901-7829
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Welcome to IBM Electronic
Services

You’ve turned to the right source to learn what IBM Electronic Services is, why you need it,
where to get it, when and how to get it, and how it will help you move into an on demand
business. But before you can learn about all of these details, you need to understand the two
key components of IBM Electronic Services: IBM Electronic Service Agent and IBM
Electronic Services Web site.

This chapter presents an overview of how these two components interrelate, support each
other, and provide input to other IBM organizations. The goal of IBM Electronic Services is to
be a key element in your on demand business environment.

Let’s get started!

© Copyright IBM Corp. 2004. All rights reserved. 1



1.1 What is Electronic Services?

Electronic Services (eServices) is an IBM Support strategy made up of Electronic Service
Agent and the Electronic Service Web site. As illustrated in Figure 1-1, Electronic Service
Agent (Service Agent or SA) submits hardware problem management records (PMR) and an
inventory collection. Both are transmitted automatically, within protected firewalls, into the IBM
structure. This information is visible to you and those users who you authorize on the
Electronic Services Web site. Organizations within IBM can use the same information or
results to assist you with support functions, solution delivery, and planning for the future.

This structure works in any IBM @server client environment. This information flow is viewed
as autonomic computing, which is a key element of the on demand business practice.

SA submits PMR automatically to IBM.

Y / [/ [/
"”'l" PMR goes to IBM Support Center.

Machine inventory collection and heartbeat
on a scheduled transmission

Support reviews Client machine
inventory versus the PMR (starts
problem determination before
calling the Client). Sends an SSR
as appropriate.

IBM uses the Service Agent

machine inventory to assist
Clients can view Service Agent inventory, —|m R Clients with questions, deliver
perform searches, manage all service @ Rethooks offerings such as Performance
requests submitted via Service Agent, voice Management, CUoD and future
or Web, view Performance Management order management.
reports and other offerings.

Figure 1-1 eServices overview
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1.2 Why you need Electronic Services

Electronic Services provides a collaboration between you and IBM, so that IBM can offer
better support of your information technology (IT) environment. Our partnership is designed
for your success.

Electronic Services brings the following benefits to your organization:

» Minimizes system downtime with automatic problem submission and the ability by the IBM
Support community to view current machine inventory

» Automates hardware problem submission with additional error data
» Improves productivity through time-saving tools

» Offers a multi-country (region) or single country (region) view of machine inventory, for
authorized users who use the Electronic Services Web site

» Uses the Electronic Services Web site to provide access to IBM libraries and information
databases

» Adds to your self-help toolkit by using the Premium Search Web tool
» Personalizes Premium Search results by using Service Agent information

» Provides Web access to submit, manage, and view the real-time status of service
requests

1.3 Electronic Service Agent

Electronic Service Agent is revolutionizing the way IBM delivers and supports its clients in an
on demand environment around the world. It is automatically shipped with many IBM
@server systems without additional charge. For other systems, it can be added free of
charge. The platform-specific chapters in this redbook give details about installation and
activation of Serve Agent for each platform.

Service Agent helps clients to minimize the resources required to run and maintain a system
or networked systems. It enables IBM to provide you enhanced problem prevention and
resolution capabilities.

Service Agent’s two functions, automatic hardware problem reporting and machine inventory
collection, enable proactive and predictive services, as well as faster problem resolution and
call avoidance. Service Agent tracks and captures machine inventory, hardware error logs,
and automatically reports hardware problems to IBM if the server is under a service
agreement or warranty. The information that is collected is available to IBM support
representatives while they are working on a client problem.

Table 1-1 through Table 1-3 show the specific features and benefits of automatic hardware
problem reporting and machine inventory collection provided by Service Agent. Table 1-1
outlines the features and benefits of hardware reporting.

Chapter 1. Welcome to IBM Electronic Services 3



Table 1-1 Service Agent hardware reporting

Automatic Hardware Reporting

Feature

iSeries

pSeries

xSeries

zSeries

Benefit

Enhanced Client Satisfaction

Report HW problems and
send error data.

v

v

v

Collect Extended Error Data

Consult Knowledgebase for
additional fix information

Collect System Logs

Determine part number(s)

Notify CSR

SN XN XN N X

v

Confidence knowing your system
is being monitored

Less time explaining problems to
the IBM support community

Higher availability through faster
problem resolution

Better call routing because more
information is known up front

Getting the right part the first
time

Higher quality and effectiveness
of support

Ability to view Service Agent
information on the web

Leveraging IBM resources

Table 1-2 outlines the features and benefits of the inventory collection function.

Table 1-2 Service Agent inventory collection

Machine Inventory Collection

Feature

iSeries

pSeries

xSeries

zSeries

Benefit

Hardware Inventory and
System Configuration

1/0 only

Software Inventory

PTFs (software fixes)

Easy access to current system
configuration to assist in problem
determination

Accurate parts call out

Accurate hardware and software
fix identification

Enable marketing to assess
needs and requirements

Enable customized solutions for
marketing and sales

Ensures accurate billing

4 IBM Electronic Services: Support for Business in an On Demand World




Table 1-3 outlines the features and benefits of transmission security. Electronic Service Agent
communicates with IBM via a secure connection using encryption and authentication, with
Internet or a dial-up connection using AT&T Global Network Services. You can ensure your
privacy and the security of your machine inventory information and problem submission
record, both in the transmission and usage of your information inside IBM.

Table 1-3 Service Agent transmission security

Transmission Security

Feature iSeries | pSeries | xSeries | zSeries Benefit
Connect to IBM via \/ \/ \/ pending Variety of connection options to
HTTPS satisfy most client configuration

- All connections are secure
Connect to IBM via

Internet All communications are encrypted

All communications are

v
\/ \/ authenticated
v

Proxy/Firewall support

v v
Connect to IBM via Dial-up \/ \/
v v

1.4 Electronic Services Web site

The second component of IBM Electronic Services is the Web site. This component offers
one location for you to access many IBM Internet service and support links. This is truly a
global site, in that it is tailored to 64 countries (regions) and the national language, with
visibility to the services offered by IBM in that country (region).

The Electronic Services Web site offers:

» A Web site that is available for customization by the IBM @server

» Messages or notifications for specific platforms or by individual profile definition

» 24x7 access view of Service Agent information in customized reports such as hardware
and software inventory, fixes, and system parameters

» A single portal for hardware and software information and reference materials

» A Premium Search facility that uses Electronic Service Agent information to provide
customized results for specific machines, from IBM reference databases

» The ability to submit a service request for either hardware or software
» Access to Web-delivered premium services such as Performance Management

Chapter 1. Welcome to IBM Electronic Services 5
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Table 1-4 shows the features that are available for each IBM @server product line when

viewing the Service Agent information.

Table 1-4 Electronic Services Web site: Viewing Service Agent Inventory

Viewing Service Agent Inventory

Fe atu re iSeries | pSeries | xSeries | zSeries Benefit
Hardware Inventory and v v v Easy Web access to current
System Configuration system configuration to assist in
problem determination even when
system is unavailable
Enables comparison of inventory
Software Inventory v v v v across multiple systems
Provides customizable reports
for printing and record keeping
_ You control access - add or
PTFs (software fixes) v pending v v remove users on the Web

Table 1-5 shows the features that available for each of the IBM @server product line when
using Service Agent information during a Premium Search query.

Table 1-5 Electronic Services Web site: Premium Search

Premium Search using Service Agent information
Featu re iSeries | pSeries xSeries | zSeries Ben eflt
Filter by installed fixes ‘/ pending ‘/ pending Search based on what you
have installed with the release
level and fixes
Reduces irrelevant search
- - - results to help you focus on what
tFyI:)t:r by operating system ‘/ pending \/ FMID applies to your system
Save searches so you can
quickly search for documents of
interest and related to your
Filter by installed products v pending v v system inventory

IBM Electronic Services: Support for Business in an On Demand World




IBM Electronic Service Agent

Electronic Service Agent supports several functions. This chapter highlights these functions
and describes the current environments in which you can use them.

© Copyright IBM Corp. 2004. All rights reserved.



2.1 Electronic Service Agent overview

8

The first product in the Service Agent family, Service Director™ SubSystem (Service Director

or SDSS), was introduced in 1987. It monitored direct access storage device (DASD)
input/output (I/0) attached to a S/390® platform. After 17 years, the scope of platform

coverage now works with or is integrated into five operating systems. IBM Clients in over 64

countries (regions) can activate Electronic Service Agent.

The following list outlines the current Electronic Service Agents. Since there are periodic
updates on each platform, refer to your user guide for the most current listing of machine
types and operating system coverage.

» Electronic Service Agent for iSeries: For machine types 940x models with OS/400® V5R3

and 940x models with IBM i5/0S™
» Electronic Service Agent for pSeries: For all current 9076 models and 70xx with AIX®

Version 4.2.1 or later

» Electronic Service Agent for Linux®, on pSeries: For SUSE Linux Enterprise Server

(SLES) Version 8 with Service Pack 3 and SLES Version 9
» Electronic Service Agent for xSeries: For Windows® 2003, Internet only or IBM Director

Versions 4.11 and 4.12

» Electronic Service Agent for zSeries: For S/390 Version 2.10 through z/OS® Version V1.1

or later

Figure 2-1 shows how the Service Director span of functions has evolved into the current

Service Agent functions.

Service Director

Function

e CE Tool

e Site-Based

e Dispatch CE

e Alert Reporting to Retain

Benefits
e High Availability
e Customer Satisfaction
® Quicker Fix Time (DRA)
e Parts Usage
e Product Quality
e Reduction in RAs

Capability Growt:I>

Benefit Growth >

Service Agent

Function

e CE Tool

e Customer Tool
e \Web-Based

e Dispatch CE

e Central Repository of
Collected Data

e Alert Reporting to Retain
e Problem Management

e Vital Product Data

e PTF Libraries

e Customer Profiles

e Capacity Planning

Benefits
e Service Director Capabilities
PLUS
e Expanded to Software
e Services Offerings Enabler
e Marketing
e Support Center Enabler

Figure 2-1 Service Director growth into Service Agent

IBM Electronic Services: Support for Business in an On Demand World




2.2 Environments

Service Agent is available on each IBM @server product line for stand-alone and network
environments. The secure communication options range from modems to the Internet.
Figure 2-2 provides an examples of a stand-alone environment.

SA Client

SA Client RETAIN
\ I IBM Databases:
Call * SA Inventory Client can view on Web:
Client i O] *VPDto MRPD  « Inventory
S
Support
‘ / Center
Dispatch SSR

as appropriate

Figure 2-2 Generic stand-alone network

Chapter 2. IBM Electronic Service Agent 9



Figure 2-3 shows an example of a network environment. In this environment, Service Agent
flows inside complex networks and helps to manage the complexity with automatic hardware

problem submission and inventory collection.

RETAIN

!léh.l“é

IBM Databases:
* SA Inventory Client can view on Web:

\
Call VPD to MRPD
Client i N e VrePlo * Inventory

AT -
—|_ Clients —r

Support

3 / Center

=== === ;
— ‘ Dispatch SSR
— as appropriate

Figure 2-3 Generic complex network

2.3 Privacy and security of your information

Refer to the document Transmission Security Information Inventory Information Privacy, from
the following site:
https://ibm.com/support/electronic

This document provides a high-level view of the security features during the Electronic
Service Agent inventory transmission between a client system and the IBM infrastructure. It
also provides a brief description of inventory information. The following sections highlight key

information from this document.
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2.3.1 Privacy

The machine inventory information that is gathered from client systems is typically collected
by speaking with clients during phone calls with the IBM Support Center, pre-sales
specialists, administrative clerks, and other groups within IBM. These IBM groups have
electronic access to the information so that they can prepare, perform advance problem
determination, and more efficiently serve IBM Clients.

Note: In some IBM organizations, the representatives are not full-time IBM employees or
may be vendors who are working under IBM direction and contract. These staff members
are subject to same privacy and security guidelines as any IBM employee.

The inventory information includes:
» Your support contact information, including names, phone numbers, and e-mail addresses

» System utilization, performance, system failure logs, part feature codes, part number, part
serial number, part locations, software inventory, operating system applications, program
temporary fixes (PTFs), the maintenance level, and configuration values

Using platform-specific commands, authorized IBM employees can view all inventory
information about the system.

Inventory information does not include:

» Collection or transmission of any of your company’s financial, statistical, or personnel data
» Client information
» Your business plans

In addition, Service Agent may provide a “call home” mechanism for other IBM offerings that
you may select in the future. The information collected by such offerings is covered in
separate agreements, for example for Performance Management and Capacity Upgrade on
Demand offerings.

2.3.2 Transmission security

Electronic Service Agent has the ability to collect machine inventory information and transmit
it to IBM on a scheduled basis.

» All Service Agent transactions are outbound requests secured by encryption (Hypertext
Transfer Protocol Secure (HTTPS) or POST).

» Service Agent has no inbound capability. Service Agent client code cannot accept
incoming connection attempts. For example, the Service Agent client initiates a
connection with IBM, similar to a Web browser, and then IBM replies. However, IBM never
initiates a connection to a client environment.

During the activation and setup of Electronic Service Agent, the client may select to transmit
this information either via the Internet or the AT&T Global Network Services (AGNS) phone
connection. The Service Agent code has the appropriate information to use for either
communication method. Both of these transmission paths use Secure Sockets Layer (SSL)
and TCP/IP protocols. Service Agent uses the client’s connectivity environment, including any
firewalls that the client has established.

Chapter 2. IBM Electronic Service Agent 11



Figure 2-4 shows a summary of the connection into IBM. The nature of maintaining a
high-level security posture dictates that IBM and AGNS do not divulge in-depth details
regarding the management of security: tools, processes, and audits.

Client Environment

Public Network

DMz

SA Client Code

o AGN Dial

o Internet Dial-Up

o Internet Direct

AT&T Global
Network

Public

Telephone

Clinet Firewall (If Provided)

—/

p N
[ Internet *

\_Gateway '

~

-

Problem
-
Management

| System
Information

Figure 2-4 Service Agent transaction environment

Internet

Note: The Internet provider relationship and connection are the responsibility of the client.

For the authentication of transmission, system IDs and passwords are generated for the client
system every six months by the server using an algorithm. The passwords are not visible to
the user. A user may request that a new password be generated, if deemed necessary.

If you select the Internet path to send your Service Agent machine inventory information, then
the following process applies:
1. Service Agent collects the information to be transmitted and queues for transmission at

the scheduled time.

2. At the appropriate time, you establish an Internet connection using system IDs and
passwords that were created previously.

3. An SSL connection is established between your system and IBM.

4. Service Agent inventory information flows to IBM destination (predetermined by the

Service Agent code).

5. Upon arrival at IBM, the inventory is transferred to the appropriate IBM database.
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Telephone, AT&T Global Network Service transmission

You can use the AGNS TCP/IP Remote Access Service (Secure IP) as a limited use network
service provider. This is a point-to-point, dial connection, which has a specific IBM account
with AGNS. The information is encrypted prior to entering the AT&T network. No party on the
AT&T network can decrypt the information. The information is decrypted only inside IBM
firewalls by the appropriate application.

AT&T provides a document that describes their communication process with Service Agent.
Refer to the document Transmission Security Information Inventory Information Privacy, from
the following site:

https://ibm.com/support/electronic

If you select the AGNS path for your Service Agent machine inventory information, then the
following process applies:

1. You have a modem connected to your system.

2. Service Agent collects the information to be transmitted and queues for transmission at
the appropriate time.

3. The system dials AGNS LIG at the appropriate time and establishes a connection using an
AGNS ID and password.

4. An SSL connection is established with IBM through the AGNS LIG.

5. Service Agent inventory information flows to IBM destination (predetermined by Service
Agent code).

6. Upon arrival at IBM, Service Agent inventory is transferred to the appropriate IBM
database.

2.4 Statement of Direction

The future direction is to tightly integrate the Service Agent technology into all IBM products.
With the pro-active monitoring and inventory reporting that Service Agent provides, IBM
Clients and IBM Support engineers have the latest diagnostic and inventory information at
their fingertips to quickly solve even the most complex problems.

In 2004, IBM enhanced Electronic Services in the following areas:

» Service Agent achieved the first step in the integration process with the IBM i5/0S
operating system.

» Service Agent was integrated into the AIX licensed program product (LPP) expansion
pack distribution.

» Service Agent for Linux, on @server p5 and pSeries, was released for GA in early
September.
We expect to provide the following enhancements in 2005:

» Integration with more IBM @server product lines and processes
» New platforms such as Linux on the xSeries platform
» Support for IBM @server BladeCenter servers

Note: The information that is released represents the current intent of IBM. It represents

goals and objectives only. All statements regarding the plans, directions, and intent of IBM
are subject to change or withdrawal without notice.
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IBM Electronic Services Web site

The Electronic Services Web site supports 64 countries (regions) in 22 languages. You can
customize the site using platform profiling. Plus you can view your Service Agent inventory,
add IBM IDs to view and use the Service Agent inventory, customize Premium Search results
using Service Agent information, and view Performance Management reports on this Web

site.

This chapter explains how to use the IBM Electronic Services Web site and its features.
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3.1 Electronic Services Web site overview

The Electronic Services Web site evolved from a single platform (AS/400®) in 1999 for a
single country (region) to all platforms for 64 countries (regions) in 22 national languages.
The current site provides the ability to view Service Agent inventory, use the Premium Search
facility, open and manage service requests, customize site to client preference, and receive
support messages by platform or individual. Several of the categories use the IBM
Registration ID for authentication and relationship to systems (machine serials) and
Electronic Service Agent information.

To locate the Electronic Services Web site, go to the following Web address:

http://ibm.com/support/electronic

On the first page that opens, select your country (region) and language. In this example, we
selected Australia (English). Figure 3-1 shows the Australian news page that opened. This
chapter provides sample windows in the English language from this version of the site.

-+ Select a country
+~ Support & Downloads

Electronic Services
news

About Electronic Services
My custom links

My messages

Premium Search

Qpen ar manage semice
requests

Technical documents
Technical zearch
ACCESS premium services

Electranic Service Agent
i)

Information on serices
Site tours

My systems

Services administration

Help

Australia

Home | Products & services | Support & downloads | My account

Electronic Services news

Welcome to Australia Electronic Services news.

Welcome to the 1IBM Australia Electranic Services news! This web page provides
yoll the latest news on IBM Electronic Services. From this page you can access
services offerings to assistwith managing your IT environment.

¢ = xSeries Senvice Agent Brochure(1 21KBE)
pSeries Service Agent Brochure(1 97 KE)

[Data transmission security information (d44KB)
eSenice Brochure(SE2KE)

*+ eSemver Performance Managemeant

:;5A printahle hrochure that provides you an averview of how the [BM
'_‘!‘Electrnnic Semice Agent provides proactive monitaring and reparing on
;1 your 1B xEeries and Metfinity systems.

|
_ =+ et Adobe Reader (This link will take you outside of www.ibrm.com)

Figure 3-1 Electronic Services Web site: Australian Welcome page
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Signin | Register

Premium Search

Improve yaur search
efficiency significantly

= Brief overview

=+ Take a tour

= lJse Fremium Search

Electronic Serdce Agent

hat's new far iSeries

Service Agent?

2004 iSA brochure in
englishi0.2 MB)

2004 Service Agent
Security document(0.2
MB)

@@ Redbooks

=+ |ITS0 iSeries WaR3
Technical Forums 2004
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3.2 Viewing Service Agent information

Users who are authorized by association with their IBM ID and machine serial activation can
view Electronic Service Agent machine information at the Electronic Services Web site under
the My systems category. Several steps ensure that only such authorized users can view and
use the Service Agent information.

1. Service Agent must be activated on a machine so that it can transmit inventory
information.

2. A representative from your organization must register their IBM ID during the activation
process. The first person to register is the administrator who has the ability to add,
remove, or approve additional IBM IDs.

3. A new user with an IBM ID who requests access to a machine’s information completes a
request on the Electronic Services Web site, under the Services Administration category.
This request goes to the administrator of the machine serial number.

4. The administrator must approve the request before any access is given.

The IBM Support community has equal visibility to the information through an internal site.

3.2.1 IBMID

Your IBM registration ID is your single point of access to IBM Web applications that use
registration. Several categories on the Electronic Services Web site, including My systems
use the IBM ID for authentication. The IBM ID can be associated with individual profiles that
you may have established on IBM sites or machines that you have associated with your IBM
ID, for example during Service Agent activation.

You may create or update your IBM ID on the My IBM registration page at:

https://www.ibm.com/account/profile?page=reg

Figure 3-2 shows an example of the IBM ID sign-in page.

Sign in

Usze your IBM ID to acce%s this portal.

IBM ID I Change
profile
Password: | Change
password
[T Resume last Session - check this if Forqot

you are signing hack in after a session password?
timeout to return to the place you were at.

-+ Redister
Ifyou don't have an IBM D,
register far ane now,

Figure 3-2 IBM ID sign-in page
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3.2.2 Registration during Service Agent activation

All Service Agent platforms have a registration panel during the activation process. During
this process, you have the opportunity to add several IBM IDs.

The first IBM ID entered on the Service Agent page is the administrator, or primary contact,
for the system in relationship to the IBM Electronic Services Web site. Other IBM IDs entered
on the Service Agent client page are authorized to use the Service Agent information on the
Web site. They can be delegated to the role of administrator through the Services
administration category on the Electronic Services Web site.

The administrator has the ability to add or remove users and to manage who has access to
Service Agent information on the Electronic Services Web site. This person is the responsible
representative for your company’s periodic reviews of the contacts associated with their
systems.

Figure 3-3 shows the Service Agent window for xSeries to register your machine and IBM ID
during the Service Agent activation process.

Bl BN miES e ces e e T o E oS e L ,_J JLE
Systern Name; ALLEMPC Serial Mumber.  TEWWCYL
Maching Type-Maodel: 2647-Cl5 Systermn Role: Data Collection & Gateway

System Status | Company | Caontact| Location | Communications ﬁd‘fanCEleistnw]General

Authorize Web Users

IEM provides a weh site where you can view details of the systems you have enahled for Electronic Services. To authorize users to
access this information, enter one or two IBM Common Registration user IDs. Please see the User's Guide for mare information.

User D1 |user1@mycompan\;.wm

User D 2 |user2@mycompan\;.wm

To view details ofthe systerns and to perform further user ID maintenance, please visit

ittt ibim . cormfsuppotielectronic

Figure 3-3 Service Agent for xSeries registration window
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3.2.3 My systems

The My systems category in Electronic Services is where you can view your machine
inventory that is collected and transmitted by Electronic Service Agent. The same information
is visible to the IBM Support community for use in problem determination.

The reports are available for sorting within columns and printing or downloading in several
formats. The reports are categorized to provide similarity between platforms, although they
may vary as necessary based on the terminology and capability of the platform.

To begin, you select the machines that you want to include in the reports. Figure 3-4 shows
an example of the first page. It displays the machine serial numbers that are authorized for
the IBM ID used in the session. The table includes a column with the date of last inventory
transmission to IBM, so you know how current the information is that is provided in the
reports.

—

+ Suppart & downlaads My syStems Sign out
IEM Electronic Senices
news

Welcome

Ahout Electranic Services
YWour prior signinwas: Sunday, August 22 2004 03:12 P GMT.

Wiew reports for systems that use IBM Electronic Service Agent to transmit
Wy messages infarmation to 1BM.

Wy custam links

Premium Search

Qpen ar manage semvice Identified systems

requests LPAR - Inventory
del | Platfo S wed |Eotformance
Technical docurments selact T;ge Serialea SYSHMAME | Model | Platform | Descripltion Company |receive received s
: : August
ACCESS premium Semvices - 2647 |7TBWWCYL (D CUS |xSeries 22, 2004 |-
Electronic Service Agent 00:00:01
{tm) 7040 |234B93C |0 691 |pSeries |- - - -
. . July 07,
Information on services ™ |7o38 |1ooDzza |o &MZ |pSeries |pbsxapO007E |- 2004 -
Site tours 09:58:09
July 29,
My systems [l 9406 |LO3RENVM |0 530 |iSeries |ESVCASOZ 2004 July 25, 2004
05:38:55
12:46:50
Select systems
I_ August August 22,
9406 |10-4CYFM (O 530 |iSeries |ESVCASO1 19, 2004 2004
L S (e 12129:37 |05:45:52
Services administration August
- 9406 |6SDF4BA [0 270 |iSeries |SESDF4BA 0z, 2004 |-
Help 09:51:30
_ May 13,
- zg;” BI4BI2C |- - pSerias |- - 2004 -
22153137

f* Selectthe same reports for each system.
 Selectdifferent reports for each system.

Figure 3-4 My systems: Sample table of machine serial numbers
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Figure 3-5 shows the report selection page that is available for a 9406 machine type. The
report fields may vary by platform.

« Support & Downloads seleCt repo'ts Sign out
Electronic Senvices %
news System 1 of 1
. ) System: 9406-10-
Abhout Electranic Services
Model: 530 Cescription:
My custom links campany; Platfarm: iSeries

lly messages
Fremium Search

Qpen or manage semvice
requests

Technical documents
Techhical search
ACCESS premium services

Electranic Senice Agent
itrn}

Infarmation on services
Site tours
hly systems
Select systems
Selectreports
My systems help

Senices administration

Help

Inventary received: August11, 2004 12:06:04
Performance received: August 10, 2004 05:17:51

iSeries reports

Select one or more reports or click Select all to view all reports in a category.

Customer information Hardware inventory Software inventory

[T Company [T Commmunications resources [T License expiration
I~ Contact ™ Coupled systern adapters [~ Programs
[~ Selectall [ Hardware configuration list [~ Selectall

[ Local workstation resources =T EET TR e e e
[ Processor on demand [~ Metwark attributes

[~ Processor regources [~ Senice attributes

[~ Storage resources [ Systernvalues

[ Selectall Al -

[~ Selectall

Maintenance information

[~ Action reguired PTFs

e

™ Cumulative PTFs

[T Group PTFs

[~ Onorder PTFs (Download only)
[~ Prograrms

I~ PTFs by type

I PTFSAYE = I

I~ Selectal

@& View reports by system - one repor, far ane system, per page
c Yiew reports by repaort type - allowes for comparisan of the same report across multiple systems an ane
page

=) continue Clear all report selections

Figure 3-5 My systems: Report selection view
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The report sample in Figure 3-6 shows the Storage resources list for the system that is

selected.

TELCTITIICET SELTETT
ACCESS Qremium services

Electronic Service Agent
igh]

Information on Serices
Site tours
iy systems
Select systerms
Select reports
Wiew reparts
My systems help

Serwices administration

Help

System: 9406-10

Model: 530 Description: ESYCAS02
Company: IBM e Service Platform: iSeries
Inventory received: July 29, 2004 12:46:50

Perormance received: July 29, 2004 05:38:55

To view hardware details click an the link in the resource name column.

3 Legend 4+ Download complete report

Storage resources

BRESOUNCE Manme .. Toppre e Descrplions:.:. Statusws.
CrMBOL E754 MFIZ Processor 1
Dcod &754 Storage Controller 1
cooi9 £713 Cizk Unit 1
Cooos £713 Cizk Unit 1
coooz £713 Cizk Unit 1
Coool £713 Cizk Unit 1
DPTO1 5321 Optical Storage Unit 1
cooio £713 Cizk Unit 1
cooos £713 Cizk Unit 1
cooos £713 Cizk Unit 1
Coooy £713 Cizk Unit 1

Figure 3-6 My systems:

Figure 3-7 shows one

Storage resources report

of the Storage resources expanded to show detailed information.

Prarmium Search

Cpen ar manade senvice
requests

Technical documents

Systermn: 9406-10

Model: 530 Cescription: ESYCASDZ
Company: 1B e Bervice Platfarm: iSeries
Imventory received: July 28, 2004 12:46:50

Performance received: July 29, 2004 05:38:95

Technical search
Hardware details for resource: DDO19 and type: 6713,

Hardware details

ACCESS Qremium sermvices

Electronic Service Agent

{trr) Resource name []luk =]
Infarmatian on semices Type 6713
Site tours Madel 072
Serial number &8-021C083
iy systems
Part number S9Hes11
Select systems Frame 1D 1
Select reports Card position -
. System bus i
Wiew reports 2,
System board u]
My systerms help System card 16 1

Figure 3-7 My systems: Storage resource expanded

3.2.4 Adding additional IBM IDs to view your machines

In order for users to be authorized to access, view, and use the Service Agent inventory
collected from your systems, they must be associated with the system as a contact. A contact
for a system can view the reports in My systems and use Premium Search on the IBM
Electronic Services Web site.
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The first IBM ID entered on the Service Agent page is the administrator for that system. The
administrator is required to manage the users who are contacts for a system. The
administrator can add other IBM IDs to access, view, and use the Service Agent information
on the Web. When other IBM IDs or users may request access to the information on the Web,
the administrator receives an e-mail asking for approval. Therefore, it is important that the
administrator’'s e-mail address is correct in the IBM ID registration profile. The administrator
can also remove users so they no longer have access to the Service Agent information.

To add a new IBM ID, follow these steps:
1. Go to Electronic Services Web site and select the Services administration category.
2. Sign in using your IBM ID.

3. After you are recognized as an administrator for one or more systems, you see the
systems listed in the Administrator: Systems view (Figure 3-8). Select the system and click
the Add contact link to add a user.

Administrator: Systems

Ifyau are the primary contact, systems are displayved helow, You can manage
the other contacts for these systems. Contacts are able to use the web to
access infarmation collected from the system.

Sysbtem Other contacts
Type Seral Partition Country Mame IBM ID
2E47  FEWWCYL O United JD123
F e —— | John Doe

Add contact Femowe contact
Delegate primary contact

Figure 3-8 Services administration: Viewing the systems and IDs

4. On the next page (Figure 3-9), enter one or more IBM IDs and click Submit.

The information that you provide will associate the [BM 1D of the user with the
system. This will allow the weh user to view and use infarmation that was
collected from the systerm by Electronic Service Agent. Specify the 1BM ID of
the user ar specifiy muoltiple IBM 1Ds separated by a comma or a space.

These systems will have new contacts:

KSeries 2647-T8WWCYL-0

Mo |

@ cance

* The reguired fields are indicated with an asterisk.

Figure 3-9 Services administration: Adding contacts
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You see the My service profile: Systems page (Figure 3-10), with the IBM ID added, along

with the system information.

IBM ID Platform
MK 2255 #xSeries

.v'-\dd another contact(s)

My service profile; Systems

Faollowing contacts association was successiul:

Type Serial
2647 FE W S

Partition

Return to main page

Figure 3-10 Services administration: Confirmation window

If you are not the administrator for a machine serial number, you can request to add a

machine to your IBM ID profile using the Services Administration category on the Electronic
Services Web site. Figure 3-11 shows the first panel of the request.

-+ Select a country
+~ Support & downloads

IBM Electronic Services
news

About Electronic Services
Wiy custorm links

Wy messages

Premium Search

Cpen ar manage senice
requests

Technical documents
ACCESS PrEmium semnvices

Electronic Service Agent
{trm}

Infarmation on services
Site tours
iy systems

Semices administration

Help

Hnited-States

Home | Products & services | Support & downloads | My account

Services administration

My service profile: Systems

Eermnaove system

Platform Type Serial Partition Country
I_ iSeries 2406 10-4CFM u} United States
I_ iSeries 2406 103R KW u} United States
I_ iSeries 2406 ESDF4BA u} Japan
I_ pSeries FO3s 1000228 u} United States
I_ pSeries Fo40 S834B93C u} Japan
I_ wSeries 2647 FE W S u} United States
Add systern Add contact

Figure 3-11 Services administration: My system profile

To add a system to your profile, follow these steps:
1. Click the Add system link.

2. On the page that opens, complete the fields and click Submit.
3. The administrator for that machine receives the request and approves it as appropriate.
4. The requestor sees the new machine serial number on their profile list after the

administrator approves it.

Chapter 3. IBM Electronic Services Web site
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3.3 Premium Search

Premium Search uses the Service Agent inventory to filter the your search with what is
installed on your systems. It enables you to search the IBM technical support knowledgebase
that provides Informational APARs, FAQs, white papers, and many more document types.

Figure 3-12 and Figure 3-13 show the fields where you enter the search keyword or keywords
and select the system from the table. You can filter the search by specifying fixes that are on
the system, products that are installed, and operating system type and level. The filters vary

by platform.

If you search for a fix to an IBM defect, you can exclude all the fixes that you already have
installed, greatly reducing the number of irrelevant hits. You can also include a product from
the list of products installed on the system. The search includes the component ID or FMID

(zSeries) for the product selected.

Premium Search

IEM Electronic Services: Premium Search

bty saved searches
Last 20 searches

using all of the wards
using any of the woards
and with the exact phrase

hut withaut the wards

Premium Search help and tour
Start a new search

" 1. Enter search terms (at least one required):

2. Limit results within these products (optional):

|Se|ect ane

[

ISeIect an attribute

j IEnter attribute value

ISeIect second attribute

j IEnter attribute value

. Include Service Agent information from the following system (optional)

System|System System System
. LPARSYSN AME Description  |Platform

F| 2647

F| 7038

2IZI64 |021DECEI | SCEG zSerles
|?BWWCYL| |}{Series
Gmz | 100D22A | |pSeries

F| 3406

530 |103RKKM |

S103RKKM | iSeries

F| 9406

|
|

’?| 7040 | G631 |834EIE|30|
}

530 |103RKVM |

|
|
| |pSeries
E
|

o I e O s Y s T e |

ESWCASO2 | iSeries

Figure 3-12 Premium Search: Top of form
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3. Include Service Agent information from the following system {optional)

System Systemn System Systemn

F| 3406

2064 | 0Z10ECH SCEE zSerles

F| 2647 | | TEMWCYL | ] | |}{Series
F| 70za | Gh2 | 100D22A | 0 |pb5}{apDDD?E|pSeries
F| 7040 | BS1 | 8340930 | ] | |pSeries
8406 | 830 | 103RKWM | 0 | ESVCASN2 |iSEries

F| 9406 | 530 | 104CYFM | ] | ESWCASDT |iSeries
| 270 | BSDF4BA | 0 | SB5DF4BA |iSEries

Clear

Retrieve Service Agent information for the selected system

Add a systermn

Forinstalled PTFs:

" Exclude from the search results all PTFs installed on the selected systermn
The selected itern must he:

& included © excluded

ISeIect an item

Forinstalled products:
The selected itern must he:

& included © excluded

[

ITCF';‘IF' Connectivity Utilities for iSeries wSRZMO

For operating system level:
The selected itern must he:

& included © excluded

[vER2MO

4. Limit search to documents written in this language (optional)y:

[

ISeIect one

[

Figure 3-13 Premium Search: Service Agent selection fields

You complete the search form and click Submit.

The search engine searches for all relevant results. The following figures demonstrate the
effectiveness of using Service Agent information in Premium Search queries. The search
term is “Java virtual machine” on a 9406.
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Figure 3-14 shows the results (1472 items) of not using filtering on the search for Service
Agent information.

Premium Search Sign out

Search results

Save search Elack

Search within results for, +jawva +virtual +machine
Optionally limit results by choosing ane or more of the items below.

Additional search terms: Document type:

I All documents j

Sort results y:
|Rank order j Search tips

Mew technical suppork search Advanced search  Downloads & drivers search
Product category:

|Se|ect one j

1-10 of 1472 items found)
11

Mext=  Modified date

T crearciue st Wiieh on Windaws XP Professional and | cannaot get the Java 2004-07-21
Wirtual Machine.

Using ClearQuest Weh on Windows ¥P Professional and | cannot get the Java

irtual Machine.

[ Maore iterns like this found in Software Configuration Manadement]
[21 ClearCase Web will not function with the Sun Java Yirual Machine (V) 2003-08-28
ClearCase Web will not function with the Sun Java Virtual Machine (1Whi)
[ More items like this found in Software Configuration Management ]

Figure 3-14 Premium Search: Results without providing any filter for the search
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Figure 3-15 shows the results of using the operating system level to filter the search. This

search decreased the results of the previous search from 1472 items to 72 items.

Premium Search Sign out

Search results

OSave search OEIack

Search within results for, +jawva +virtual +machine +"vHR2M0™
Optionally, limit results by choosing one or mare of the items below.

Additional search terms: Document type:

I All dacuments j O

Sort results nn
|Rank order j Search tips

Mew technical support search  Advanced search Downlosds & drivers search
Product categony

ISeIect one j O

1-100f 72 iterns found

ext= mModified date

[11 BT - LIC Java Yirtual Machine Storage Leak 2003-01-10
LIC Java Virtual Machine Storage Leak
[ Mare itermns like this found in 257400 ]

[2] EFGLE Calling JAvA Fails with SlasshotFound 2004-05-11

Lo notinstantiate an object {Ohject anOhbject = new Chjectd; ) until atter the
CLASSPATH has heen set through ENVVAR{job or system level) or hardcoding
the CLASSPATH into the code. Instantiating an ohject starts the Java Virtual

Machine, and

Figure 3-15 Premium Search: Results of using operating system as a search filter
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Figure 3-16 shows the results of using the operating system level and the Java™ Developer
Kit level to filter the search. In this case, the search found 28 items compared to 1472 items in
the original search without any filters.

Premium Search Sign out

Search results

OSa\te search OElack

Search within results for: +java +virtual +machine +"5722.1" +"VaRZ2MO™
Optionally, limit results by choosing one or more ofthe iterms belaw,

Additional search terms: Document type:

I All dacuments j O

Sort results ne
|Rank order j Search tips

Mew technical support search  Advanced search Downlosds & drivers search
Product categony:

ISeIect one j O

1-10 of 28 items found

ext= mModified date

[11 T Java Thread.stop viog 2004-09-13
LI Java Thread.stop wiog
[ Mare itermns like this found in 257400 ]

[2] MF31325 - O5P-PAR JAWVA UNPREDICTABLE FAILUREE AFTER PASE JRI CALL 2003-10-17
OEP-PAR JAVA UMFPREDICTABLE FAILURE AFTER PASE JMI CALL
[Mare items like this found in 255400 ]

31 MF30326 - LIC-INCORROUT Java ClassFormatError 2003-02-26
LIC-INCORROUT Java ClassFormatError
[ Mare itermns like this found in 257400 ]

Figure 3-16 Premium Search: Results using operating system and Java Developer Kit levels
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3.4 Submit a Service Request

The Submit a Service Request category on the Electronic Services Web site enables you to
place and monitor hardware and software service requests electronically. Each country
(region) has a list of selections for both hardware and software. Self-guided tours show
samples of each type of service request.

Figure 3-17 shows the selections that are available for the Australian version under both
hardware and software. These lists are based on availability in individual countries (regions).

Home | Products & services | Support & downloads | My account

- Select a country

« supmortabowoads | GPEN OF Manage service Signin | Register
Electronic Services re q u ests

news

ADDULEIECINONIE SBIVICES 1o This hardware submit & service request” process gives you the

My custom links ahility to place and monitor hardware service calls electronically. This process
tan be used for machines under IBM Maintenance contract or hourly billable - .
My messages senices Y Subritting an online

Senice Regquesthas

hecome easier. Find out
Software - When selected, this provides you access to IBM services offerings that more about the new

Fremium Search

Opeh or manage setvice

requests provi_des YOU BLLess ta glectronic "submit a problem" pracess. Thege may Semice Reguest

require special registration and password that yvou would have received after submission tools, click on
Technical documents purchasing services cantract fram (B, the following link
Technical search = Quick tour
ACCESS premium senices Fend requestto IAUSUGHE j

Iérlpﬁ)ctronic SBIVICEAGBN | o)y type and submit IHardware 'I Additinnal infarmation an
IBM Glohal Services,

Integrated Technology
Site tours Serices, including IBM
Maintenance Agreement

hly systems and YWarranty Upgrade

Information on senices Select product and

submit IF'ersonaI Computing Products (Warranty unly)j

o I Serice:
ervices administration = |BM Glohal Services
Help Infarmation

Figure 3-17 Electronic Services Web site: Service Request view
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3.5 Customized view of Electronic Services Web site

The average number of links per country (region) on this Web site is over 100. To simplify
your visits to the Web site, you can customize your view, by building a profile associated with
your IBM ID. With your own profile, you limit the links to those that relate to the platform or
platforms that you have selected.

Figure 3-18 shows the selections used to create your profile.

Home | Products & services | Support & downloads | My account

-+ Select a country

My custom links Sign out

\Wark with service profiles

+ Support & Downloads

Electronic Services
NEWS

About Electronic Semices Selectthe technical resources that you want to view most frequently.

Select profile iSeries systems

iy custom links

Edit My custom links = Create a new profile = Refresh profile =+ [Delete current profile
prafile

My messages E:E:I‘ZE selecta [Select one -1

Fremium Search

Open or Manage Semice  cojact o rasource category to filter your list of resources. Ifthe categaory is

requests satisfactory, you may submityour selection now. Othenwise, select a categany
Technical docurnents from the list or select the Mext button,
Technical search Selecta category |Deﬁne profile j
ACLESS Premium semvices 5 J

BIVErS an ]
Electronic Service AUBnt  systams I personal eomputing
{tm) " i5eries - ASH400
Infarmation on services I pSeries- RS/HEOO0
i e [~ «Series- Metfinity

I” z5eries- 51390

hly systems

™ Tivoli products
Services administration

Help ©nex @ cancel

Figure 3-18 Electronic Services Web site: My Custom Links

To create a profile, follow these steps:
1. From the Custom resource categories, select one or more categories.

2. All technical resources that are included in the chosen categories are automatically
preselected. Click Next.

You see more technical resources for more categories. Click Next.

You now see additional categories. Select any additional technical resources to add to
those that you may have preselected using Custom resource categories. Click Submit.
This saves the selections for the profile.
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3.6 Statement of Direction

The future direction of the IBM Electronic Services Web site is multilayered to:

>

»

Integrate advances made by Electronic Service Agents for existing platforms on the We
site

Integrate new Electronic Service Agents into Web accessible tools on the Web site

b

» Continue leadership in delivering IBM support capabilities via the Internet to IBM Clients

We expect to provide these enhancements through:

>

Continued integration of Service Agent information into existing Web tools

— Deeper integration of Service Agent information into search, service request, and
download tools

— Higher level of automatic personalization on the Web site
New tools or function that use Service Agent information on the Web site
Web access for new offerings that integrate Service Agent information

Deeper integration into the overall IBM infrastructure by providing the entitled support
element of IBM Web support

Functions that increase your ability to access self help and assisted support

Functions that increase the ability for IBM to provide reactive and proactive support
Capabilities to support non-IBM products as requested, for both hardware and software
The addition of more countries (regions) to the Electronic Services Web site

The addition of more country (region) unique information, offerings, or messages
Continued national language support presented on the site

Note: The information that is released represents the current intent of IBM. It
represents goals and objectives only. All statements regarding the plans, directions,
and intent of IBM are subject to change or withdrawal without notice
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On demand use of Service Agent
information

This chapter discusses the on demand use of Service Agent information by IBM
organizations and processes. The benefit to your company is to have Service Agent
information available 24x7 to support your operations, your staff, the IBM Support community,
and future planning. These organizations and processes follow IBM security and privacy
guidelines.

The increased use or wider use of Service Agent information is also based on IBM Client
suggestions of where this information can help you accomplish your work with greater ease
and efficiency. This chapter reviews the communities that have an interest in viewing or using
the Service Agent information, rather than the actual Web sites or services that use Service
Agent information.
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4.1 Communities

We loosely define the term communities to encompass IBM Clients, IBM Support, and IBM
Administration and Sales. These are general groups, for example, of people that can use
Electronic Service Agent or one of the solutions that uses the information. These
communities are not intended to exclude anyone.

4.1.1 Client community

The client community can use Service Agent information in several ways, by many different
organizations within their company. For example, this community can use the Electronic
Services Web site to view machine information, to use Premium Search to match your query
for machine specific results, to view Performance Management reports, and to react to
business needs through Capacity Upgrade on Demand (CUoD).

4.1.2 IBM Support community

The IBM Support community is composed of representatives in the technical support centers,
telecenters, field technicians, technical account team, and brand specialists. These IBM
resources have authorized access to Service Agent machine information via an intranet Web
site. The information is presented in reports similar to those viewed on the Electronic
Services Web site, under the My systems category.

The machine information is a valuable tool to all of these organizations in that it:
» Aids the IBM representative in prompt and effective problem determination

» Provides reference information for assessment and preventative analysis

» Relieves the client staff of having to know the system infrastructure on every machine,
every shift, and in every location

» Provides a wider knowledge for the brand engineering and research teams
» Assists the local technical account team in proactive planning

4.1.3 IBM Administration and Sales community

Electronic Service Agent transmits the machine inventory to the IBM databases that are used
for future orders. The information is available for use in sales transactions using the
eConfigurator tool. When the sales representative knows what is on your machine today, they
are better able to recommend or coordinate additional features. Account administrators are
able to answer questions more efficiently with information provided by Service Agent
information.

4.2 Places to find Service Agent information at work

Service Agent information is found at many levels inside IBM, helping to improve your
experience and provide the best support possible. The locations or solutions listed are the
current locations. However, solutions and locations are expanding each month, so be sure to
check with your account team.
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4.2.1 Viewing Service Agent information

The My systems category in Electronic Services is where you can view your machine
inventory that is collected and transmitted by Electronic Service Agent. The same information
is visible to the IBM Support community for use in problem determination.

The reports are available for sorting within columns and printing or downloading in several
formats. The reports are categorized to provide similarity between platforms, although they
may vary as necessary based on the terminology and capability of the platform.

To begin, you select the machines that you want to include in the reports. Figure 4-1 shows
an example of the first page. It displays the machine serial numbers that are authorized for
the IBM ID used in the session. The table includes a column with the date of last inventory
transmission to IBM, so you know how current the information is that is provided in the
reports.

—

+ Suppart & downlaads My syStems Sign out
IEM Electronic Senices
news

Welcome

Ahout Electranic Services
YWour prior signinwas: Sunday, August 22 2004 03:12 P GMT.

Wiew reports for systems that use IBM Electronic Service Agent to transmit
Wy messages infarmation to 1BM.

Wy custam links

Premium Search

Qpen ar manage semvice Identified systems

requests - e [N
i - del | Platform (Description  |Company [received Lertaimance
Technical documents select [TYBE |serial, |SESNAME Model Lompany received | o i odo..
i i August
ACCESS premium semices | — |- o oauivev o cus | xSeries 2z, 2004 |-
Electronic Service Agent 00:00:01
it 7040 |224B92C |0 621 |pSeries |- - - -
. . July 07,
Infarmation on services 7038 1000224 |0 6M2 |pSeries |pbsxapO00TE |- 2004 -
Site tours o09:52:09
July 29,
My systermns 9406 |103RKVM |0 530 |iSeries |ESWCASOZ 2004 July 23, 2004
17:46:50 |U7iFHST

Select systems

August August 22,
9406 |10-4CYFM (O 220 |iSeries ESWCASOL 19, 2004 (2004

My systems help 12:29:37 |05:45:52

Services administration

[ I I I A I

August
Q406 |6SDF4BA |0 270 iSerizs SESDF4BA 0z, 2004 |-
Help 09:51:20
- May 13,
- T80 poypaze |- - pSeries |- - 2004 -
BLR 2253137

f* Selectthe same reports for each system.
 Selectdifferent reports for each system.

Figure 4-1 My systems: Sample table of machine serial numbers

Chapter 4. On demand use of Service Agent information 35



36

Figure 4-2 shows the report selection page that is available for a 9406 machine type. The
report fields may vary by platform.

« Support & Downloads seleCt repo'ts Sign out
Electronic Senvices %
news System 1 of 1
. ) System: 9406-10-
Abhout Electranic Services
Model: 530 Cescription:
My custom links campany; Platfarm: iSeries

lly messages
Fremium Search

Qpen or manage semvice
requests

Technical documents
Techhical search
ACCESS premium services

Electranic Senice Agent
itrn}

Infarmation on services
Site tours
hly systems
Select systems
Selectreports
My systems help

Senices administration

Help

Inventary received: August11, 2004 12:06:04
Performance received: August 10, 2004 05:17:51

iSeries reports

Select one or more reports or click Select all to view all reports in a category.

Customer information Hardware inventory Software inventory

[T Company [T Commmunications resources [T License expiration
I~ Contact ™ Coupled systern adapters [~ Programs
[~ Selectall [ Hardware configuration list [~ Selectall

[ Local workstation resources =T EET TR e e e
[ Processor on demand [~ Metwark attributes

[~ Processor regources [~ Senice attributes

[~ Storage resources [ Systernvalues

[ Selectall Al -

[~ Selectall

Maintenance information

[~ Action reguired PTFs

e

™ Cumulative PTFs

[T Group PTFs

[~ Onorder PTFs (Download only)
[~ Prograrms

I~ PTFs by type

I PTFSAYE = I

I~ Selectal

@& View reports by system - one repor, far ane system, per page
c Yiew reports by repaort type - allowes for comparisan of the same report across multiple systems an ane
page

=) continue Clear all report selections

Figure 4-2 My systems: Report selection view
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The report sample in Figure 4-3 shows the Storage resources list for the system that is

selected.

TELCTITIICET SELTETT
ACCESS Qremium services

Electronic Service Agent
igh]

Information on Serices
Site tours
iy systems
Select systerms
Select reports
Wiew reparts
My systems help

Serwices administration

Help

System: 9406-10

Model: 530 Description: ESYCAS02
Company: IBM e Service Platform: iSeries
Inventory received: July 29, 2004 12:46:50

Perormance received: July 29, 2004 05:38:55

To view hardware details click an the link in the resource name column.

3 Legend 4+ Download complete report

Storage resources

BRESOUNCE Manme .. Toppre e Descrplions:.:. Statusws.
CrMBOL E754 MFIZ Processor 1
Dcod &754 Storage Controller 1
cooi9 £713 Cizk Unit 1
Cooos £713 Cizk Unit 1
coooz £713 Cizk Unit 1
Coool £713 Cizk Unit 1
DPTO1 5321 Optical Storage Unit 1
cooio £713 Cizk Unit 1
cooos £713 Cizk Unit 1
cooos £713 Cizk Unit 1
Coooy £713 Cizk Unit 1

Figure 4-3 My systems:

Figure 4-4 shows one

Storage resources report

of the Storage resources expanded to show detailed information.

Prarmium Search

Cpen ar manade senvice
requests

Technical documents

Systermn: 9406-10

Model: 530 Cescription: ESYCASDZ
Company: 1B e Bervice Platfarm: iSeries
Imventory received: July 28, 2004 12:46:50

Performance received: July 29, 2004 05:38:95

Technical search
ACCESS Qremium sermvices

Electronic Service Agent

{trr) Resource name []luk =]
Infarmatian on semices Type 6713
Site tours Madel 072
Serial number &8-021C083
iy systems
Part number S9Hes11
Select systems Frame 1D 1
Select reports Card position -
. System bus i
Wiew reports 2,
System board u]
My systerms help System card 16 1

Hardware details for resource: DDO19 and type: 6713,

Hardware details

Figure 4-4 My systems:

Storage resource expanded
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4.2.2 Premium Search

Premium Search uses the Service Agent inventory to filter your search with what is installed
on your systems. It enables you to search the IBM technical support knowledgebase that
provides Informational APARs, FAQs, white papers, and many more document types.

Figure 4-5 and Figure 4-6 show the fields where you enter the search keyword or keywords
and select the system from the table. You can filter the search by specifying fixes that are on
the system, products that are installed, and operating system type and level. The filters vary

by platform.

If you search for a fix to an IBM defect, you can exclude all the fixes that you already have
installed, greatly reducing the number of irrelevant hits. You can also include a product from
the list of products installed on the system. The search includes the component ID or FMID

(zSeries) for the product selected.

Premium Search

IEM Electronic Services: Premium Search

bty saved searches
Last 20 searches

using all of the wards
using any of the woards
and with the exact phrase

hut withaut the wards

Premium Search help and tour
Start a new search

" 1. Enter search terms (at least one required):

2. Limit results within these products (optional):

|Se|ect ane

[

ISeIect an attribute

j IEnter attribute value

ISeIect second attribute

j IEnter attribute value

. Include Service Agent information from the following system (optional)

System|System System System
. LPARSYSN AME Description  |Platform

2064 |D21EIECEI | SCEB zSerles

F| 2647

F| 7038

|?BWWCYL| |}{Series
Gmz | 100D22A | |pSeries

F| 3406

530 |103RKKM |

S103RKKM | iSeties

F| 9406

|
|

’?| 7040 | G631 |834EIE|30|
}

530 |103RKVM |

o I e O s Y s T e |

|
|
| |pSeries
|
|

ESYCASOZ | iSeries

Figure 4-5 Premium Search: Top of form
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3. Include Service Agent information from the following system {optional)

System Systemn System Systemn

F| 3406

2064 | 0Z10ECH SCEE zSerles

F| 2647 | | TEMWCYL | ] | |}{Series
F| 70za | Gh2 | 100D22A | 0 |pb5}{apDDD?E|pSeries
F| 7040 | BS1 | 8340930 | ] | |pSeries
8406 | 830 | 103RKWM | 0 | ESVCASN2 |iSEries

F| 9406 | 530 | 104CYFM | ] | ESWCASDT |iSeries
| 270 | BSDF4BA | 0 | SB5DF4BA |iSEries

Clear

Retrieve Service Agent information for the selected system

Add a systermn

Forinstalled PTFs:

" Exclude from the search results all PTFs installed on the selected systermn
The selected itern must he:

& included © excluded

ISeIect an item

Forinstalled products:
The selected itern must he:

& included © excluded

[

[TCPAP Connectivity Utilities for iSeries YSR2MO =]

For operating system level:
The selected itern must he:

& included © excluded

[vER2MO

4. Limit search to documents written in this language (optional)y:

[

ISeIect one

[

Figure 4-6 Premium Search: Service Agent selection fields

You complete the search form and click Submit.

The search engine searches for all relevant results. The following figures demonstrate the
effectiveness of using Service Agent information in Premium Search queries. The search

term is “Java virtual machine” on a 9406.
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Figure 4-7 shows the results (1472 items) of not using filtering on the search for Service
Agent information.

Premium Search Sign out

Search results

Save search Elack

Search within results for, +jawva +virtual +machine
Optionally limit results by choosing ane or more of the items below.

Additional search terms: Document type:

I All documents j

Sort results y:
|Rank order j Search tips

Mew technical suppork search Advanced search  Downloads & drivers search
Product category:

|Se|ect one j

1-10 of 1472 items found)
11

Mext=  Modified date

T crearciue st Wiieh on Windaws XP Professional and | cannaot get the Java 2004-07-21
Wirtual Machine.

Using ClearQuest Weh on Windows ¥P Professional and | cannot get the Java

irtual Machine.

[ Maore iterns like this found in Software Configuration Manadement]
[21 ClearCase Web will not function with the Sun Java Yirual Machine (V) 2003-08-28
ClearCase Web will not function with the Sun Java Virtual Machine (1Whi)
[ More items like this found in Software Configuration Management ]

Figure 4-7 Premium Search: Results without providing any filter for the search
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Figure 4-8 shows the results of using the operating system level to filter the search. This

search decreased the results of the previous search from 1472 items to 72 items.

Premium Search Sign out

Search results

OSave search OEIack

Search within results for, +jawva +virtual +machine +"vHR2M0™
Optionally, limit results by choosing one or mare of the items below.

Additional search terms: Document type:

I All dacuments j O

Sort results nn
|Rank order j Search tips

Mew technical support search  Advanced search Downlosds & drivers search
Product categony

ISeIect one j O

1-100f 72 iterns found

ext= mModified date

[11 BT - LIC Java Yirtual Machine Storage Leak 2003-01-10
LIC Java Virtual Machine Storage Leak
[ Mare itermns like this found in 257400 ]

[2] EFGLE Calling JAvA Fails with SlasshotFound 2004-05-11

Lo notinstantiate an object {Ohject anOhbject = new Chjectd; ) until atter the
CLASSPATH has heen set through ENVVAR{job or system level) or hardcoding
the CLASSPATH into the code. Instantiating an ohject starts the Java Virtual

Machine, and

Figure 4-8 Premium Search: Results of using operating system as a search filter
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Figure 4-9 shows the results of using the operating system level and the Java Developer Kit
level to filter the search. In this case, the search found 28 items compared to 1472 items in
the original search without any filters.

Premium Search Sign out

Search results

OSa\te search OElack

Search within results for: +java +virtual +machine +"5722.1" +"VaRZ2MO™
Optionally, limit results by choosing one or more ofthe iterms belaw,

Additional search terms: Document type:

I All dacuments j O

Sort results ne
|Rank order j Search tips

Mew technical support search  Advanced search Downlosds & drivers search
Product categony:

ISeIect one j O

1-10 of 28 items found

ext= mModified date

[11 T Java Thread.stop viog 2004-09-13
LI Java Thread.stop wiog
[ Mare itermns like this found in 257400 ]

[2] MF31325 - O5P-PAR JAWVA UNPREDICTABLE FAILUREE AFTER PASE JRI CALL 2003-10-17
OEP-PAR JAVA UMFPREDICTABLE FAILURE AFTER PASE JMI CALL
[Mare items like this found in 255400 ]

31 MF30326 - LIC-INCORROUT Java ClassFormatError 2003-02-26
LIC-INCORROUT Java ClassFormatError
[ Mare itermns like this found in 257400 ]

Figure 4-9 Premium Search: Results using operating system and Java Developer Kit levels
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4.2.3 Service Request Management

The solution of Service Requests or PMRs is a challenge to both you and to IBM. We both
want to obtain the most current information to help find the best solution to a problem, in the
most prompt manner.

When the Service Agent information and the Service Request record are accessible with a
few clicks on a Web site, the common knowledge of the client’s system, both hardware and
software, is available to the IBM Support community and representatives of your company.
The process of returning your environment back to a normal state begins with more
knowledge than in previous years.

On the Electronic Services Web site, you submit your software or hardware service requests.
You can submit or view your hardware service requests by machine type serial number, using
the Electronic Service Call (ESC+) Web tool. Figure 4-10 shows the first page of the ESC+
tool. The left side is where you select the task that you want to perform.

Home Products & services Support & downloads My account

-+ Select a country

Electronic Service Call

Electronic Service Call
Setmy preferences

Select target
countrylregian

Place a request

Wiew my reguests
Online help
Support

Extended functions

Sign out

IBMid: ;
Current target country: AustraliaMew Zealand

The Electronic Service Call application (ESC+) gives IBM customers the ahility to
place and manitar hardware service requests electranically. This wehsite will
henefit you by reducing the time spent in waice communication with IBM placing
sewice requests, monitoring status, canceling a service reguest, or praviding
additional infarmation.

Ifyou are interested in obtaining ar learning more ahout the extended functions of
ESC+, select Extended functions' an the navigation bar.

Figure 4-10 First page of the ESC+ Web tool
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The service requests and PMRs listed and managed in ESC+ can be sourced from Service
Agent submission, voice submission, and from ESC+ Web submission, with appropriate
contracts. Figure 4-11 shows a sample page from ESC+.

Home | Products & services | Support & downloads | My account

LSS View active requests: United States

Electronic Service call | ~CHve refquests for Sample User

Set my preferences 'r
Select a calurmn title to sort by that colurmn, The ascending [ * ) and

Select target descending [ + 1 arrows indicate the current sort direction.

countrgiregion
ireg Active requests for

Place a request

Wi rmy requests 0

Wiew active requests

2004-09-01 12:40E 2 FOEKKZR TG 2373 994TDYM
Wiew closed requests 2004-08-3011:33E 4 FOBKRPZ TT 2647 1234567
Wi all requests 2004-07-15 1517 E 4 FOBHPFCL DF 9909
e P 2004-06-1514:04 E 4 FOERMFJ TG WO01LEXMARK

2004-05-1413:24 C 2 FQETTMD TG TEST
Search requests 2004-04-1214:31 C 4 FQBVWIKP &1 1750
Machine locations 2004-04-1214:29 C 4 FOEWWKD TG TEST
online help 2004-04-1214:28 C 4 FOBEWVKT TG TEST
. 2004-04-1214:38 C 4 FOEWVKY TG TEST

2004-04-1214:28 C 4 FOEWVKW TG TEST
Suppart 2004-03-1113:51 C 4 FRBZPOQY TG TEST

Sign out

A A4 A4

Figure 4-11 ESC+ Web tool sample list of service requests

For more information about service requests, tours of several of the submission tools, and
other options that are available, go to the Electronic Services Web site at:

http://www.ibm.com/support/electronic

4.2.4 Performance Management Reports

Performance Management automates many of the functions that are associated with capacity
planning and performance analysis. It's simple. You activate Service Agent and it
automatically collects and transmits system utilization information. This information can
include CPU disk utilization, response time, throughput, and application and user usage.

The result is the capacity planning and performance analysis reports and graphs that provide
a crisp picture of your current system operating efficiencies. Based on current trends, these
reports let you know when to consider rectifying an approaching capacity planning problem.
Performance Management puts you in control, as opposed to your system being in control of
you. The reports may be free or fee-based depending on your platform. The iSeries, pSeries,
and zSeries platforms offer Performance Management.

To learn more about Performance Management, go to:
http://perf.services.ibm.com/pmweb/
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PM iSeries (formerly PM/400)

IBM Operational Support Services for (@server iSeries performance management (PM
iSeries) is a system management tool. It helps to ensure the most from a system by
measuring growth and performance. These measurement allow IBM Clients, IBM Business
Partners, or IBM to more easily plan for future system growth and identify potential resource
constraints.

If the system processor is under warranty or if the system processor is covered by an IBM
Hardware Maintenance Agreement, you are entitled to receive the PM iSeries Management
Summary view at no additional charge. Additionally, at no extra charge, a Letter of Notification
is sent whenever the system is predicted to reach a performance threshold within six months.

To support the information on the Management Summary view, more detailed reports and
graphs are available for a fee. These different views offer a broad perspective of the system’s
performance, which helps to address a wide range of system management issues. The
information includes CPU and disk utilization, response time, throughput, tuning information,
application information, growth trends, etc. Figure 4-12 shows a sample of the fee reports.

Frocessor Ltilization

SWEDEM (10-ABCOE)
ABC Corporation 406 B20-2205M1521 CPUis) A
Dacamber 2003 - February 2004 Intermnal memary in KB 1024
Timne frams 08.00 - 17.30 Digk Capadity in GB &7

Average Processor Utilization in % per Day

i an
"
2z a0 i
T
E 145 40 ¥
a =
]
T4 1 -1
9

o o

1201 1z 123 1231 =3y L=] oEm o1 QT [=rTy b o2=a
Con b
I nierscive B symism it — Iri Paak g

Usage By the Hour, Average During the Period

AT

c
208 7
]
I 3
£ #
B s =
H
T4 IE
It
o
OF OT O8 02 10 11 12 13 W 15 16 4T 18 19 30 21 22 FB 00 O1 02 O O4 O
N Interscivcs B Sysiem I Baich i Femk o m— Tot Paak Mo
e Inbsrachve Limit
Facts
IWlargiral Crifical
Racommanded quideling in %, inkeracliva priority 40 G5
Racommandad avideling in 5. sestam + inlerad e priory 45 )
Racommandad guideling in %, al prianlias B =)

Figure 4-12 iSeries Performance Management sample report
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PM pSeries (formerly PM/AIX)

IBM Operational Support Services for (@server pSeries performance management (PM
pSeries) is a dynamic service that automates the collection and interpretation of
measurements regarding system resources. With this service, you can access analysis
reports and graphs through the Internet to help identify areas of contention for resources and
obtain input for a capacity planning.

The Executive Summary service is a basic performance management process that is
available at no-charge and is easy to implement and use. It provides capacity trend
information and performance management parameters for pSeries AlX-based servers.

The detailed, fee reports provide current information about resource contention, resources
approaching maximum capacity, file system utilization, CPU, memory, and direct access
storage device (DASD) utilization. The reports include availability information such as uptime,
percent available, usage trends and outage information. This service further allows you to
tailor the reports and graphs to meet your business needs.

The sample report in Figure 4-13 is from the Executive Summary service.

Senver Trand Repoi
Enlurprise; efermico Custoareer, LosMis Sl Glignt I01; Al
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Figure 4-13 pSeries Performance Management: Executive Summary report

PM zSeries (formerly PM S/390)

IBM Operational Support Services for @server zSeries performance management (PM
zSeries) is a dynamic service that automates the collection and interpretation of the z/OS or
0S/390® measurements regarding system resources. This information can include CPU disk
utilization, response time, throughput, application, and user usage.

Information is gathered and sent to IBM for analysis. An IBM central site processes the
information and produces a series of reports and graphs that show a snapshot of periodical
system activities. The client can access analysis reports and graphs through the Internet to
help identify areas of contention for resources and obtain input for capacity planning.

This service provides information about the utilization of the major system resources and
identifies areas of contention for these resources. The summary statistics provide input to the
capacity planning process.

There are two parts to this service. The first part is the collection of measurement data on
your OS/390 or z/OS system. The second part is the storage of the data at the IBM site and
the ability for you to view this data as a series of charts and tables that describe how the
system is performing.
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Figure 4-14 shows a sample System Health Management Summary report.
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Figure 4-14 ZzSeries Performance Management: Sample System Health Management Summary

4.2.5 Capacity on Demand

Capacity on Demand (CoD) encompasses all of the various capabilities provided that enable
you to dynamically activate one or more processors on your IBM @server system as your
business peaks dictate. You can activate inactive processors that are already installed on
your server on a temporary or permanent basis.

Electronic Service Agent provides the vital product data (VPD) from your server that helps to
create the activation code necessary to activate inactive processors on your server. It also
provides continuing VPD information.

Several options are available within these offerings and each varies by platform:

» Capacity Upgrade on Demand: Allows you to install inactive CUoD processors and
memory at an extremely attractive price and then bring new capacity online quickly and
easily.

» On/Off CoD: Allows self-managed temporary activation of CUoD processor and memory
resources. You can turn on and then turn off resources as needed. The system monitors
the amount and duration of the activations and generates a usage report. Billing for the
activations is based on the usage report.

» Reserve CoD: Allows you to have optimized, automatically managed temporary activation
of CUoD processors. You purchase a block of 30 Processor Days of usage time and then
assign inactive processors to the shared processor pool. The server then automatically
manages the workload and only charges against the Processor Day account when the
workload requires over 100% of the base (permanently activated) processing power.
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» Trial Capacity on Demand: You can use it to meet an immediate need for additional
resources or to give inactive processor and memory resources a test run. To enable a trial,
the user must register the server at the CoD Web site and request an activation code. The
user then uses the code to activate the trial on the registered server.

» Capacity BackUp: Provides emergency processing capacity for up to 30 days in the event
that you lose capacity in part of your operation. It helps you recover by adding reserved
capacity on a designated system. Capacity BackUp is intended for companies that require
an off-site disaster recovery machine at an extremely affordable price. Using On/Off
Capacity on Demand capabilities, Capacity BackUp offerings have a minimum set of
inactive processors that can be used for any workload. They also have a large number of
inactive processors that can be used at no charge in the event of a disaster.

4.3 Regional- and country-based services

Each country (region) may have offerings that combine the services of Service Agent with
other IBM solutions or services. Speak with your account team about any country- or
region-specific uses of Electronic Service Agent information.

4.4 Privacy of Service Agent information

The machine inventory information that is gathered from client systems is typically collected
by speaking with clients during phone calls with the IBM Support Center, pre-sales
specialists, administrative clerks, and other groups within IBM. These IBM groups have
electronic access to the information so that they can prepare, perform advance problem
determination, and more efficiently serve IBM Clients.

Note: In some IBM organizations, the representatives are not full-time IBM employees or
may be vendors who are working under IBM direction and contract. These staff members
are subject to same privacy and security guidelines as any IBM employee.

The inventory information includes:
» Your support contact information, including names, phone numbers, and e-mail addresses

» System utilization, performance, system failure logs, part feature codes, part number, part
serial number, part locations, software inventory, operating system applications, program
temporary fixes (PTFs), the maintenance level, and configuration values

Using platform-specific commands, authorized IBM employees can view all inventory
information about the system.

Inventory information does not include:

» Collection or transmission of any of your company’s financial, statistical, or personnel data
» Client information
» Your business plans

In addition, Service Agent may provide a “call home” mechanism for other IBM offerings that
you may select in the future. The information collected by such offerings is covered in
separate agreements, for example for Performance Management and Capacity Upgrade on
Demand offerings.
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Electronic Service Agent for
iSeries

The IBM Electronic Service Agent for iSeries is automatically shipped with the iSeries server
without additional charge. It is designed to monitor events and transmit system inventory
information to IBM. Service Agent has been available on the iSeries platform since 1992
under the name Service Director and as Service Agent since 2000.

This chapter is written for IBM @server i5 and iSeries system administrators who are familiar
with, or have a working knowledge of, an iSeries, OS/400, or IBM i5/0S system.
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5.1 Electronic Service Agent V5R3 for iSeries

Electronic Service Agent for iSeries is designed to reduce the downtime of IBM @server i5
and iSeries servers when a hardware problem occurs or is predicted to occur. Detected
hardware failures are sent immediately to the IBM Support Center. The regular schedule of
collecting machine inventory information (also known as service information on this platform)
enables support representatives or representatives of your organization to quickly confirm the
machine’s configuration.

Electronic Service Agent V5R3 is integrated into the base i5/0S V5R3 operating system. It is
no longer a separately installed licensed program offering (LPO), which makes the installation
and activation easy tasks. This version is enabled on:

» Upgrades on iSeries hardware
» New @server i5 hardware
» Mixed partition environments for either hardware group

Service Agent V5R3 is included in the base i5/0S V5R3 operating system (5722-SS1). It
includes the following features:

» Secure Internet access to IBM via Hypertext Transfer Protocol Secure (HTTPS)
» Access to IBM through an authenticating proxy
» Easy configuration via wizards

5.1.1 Overview of Service Agent on iSeries

Automatic submission of hardware problems is reported via two paths, depending on your
hardware environment:

» On AS/400 hardware, Service Agent detects hardware problems and submits it directly to
IBM.

» On @server i5 hardware, Service Agent for iSeries detects hardware problems on i5/0S
partitions and reports the problem to IBM. If the hardware is not on an i5/0OS partition, the
Hardware Management Console (HMC) Service Agent reports the hardware problem to
IBM.

The machine inventory collection function of Service Agent for iSeries collects system
information about memory, hard disk drives or RAID drives, Peripheral Component
Interconnect (PCI) adapters and communications information. You can view Service Agent
Inventory at the following Web site, using your IBM ID as authentication:

https://www.ibm.com/support/electronic

Figure 5-1 shows a multi-partition environment that is reporting to the HMC.
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Figure 5-1 Series overview

5.1.2 iSeries hardware

When you activate Service Agent V5R3, your existing Service Agent settings from the
previous release are migrated during activation. The activation steps are the same regardless
of the iSeries hardware model.

Using V5R3, note the following considerations:

» When the Service Agent for iSeries activated on each OS/400 partition, reporting to a
central partition:

— Hardware problems are reported to the central partition.
— System inventory is collected and transmitted to the central partition.
— The central partition communicates to IBM.

» When Service Agent for iSeries is activated on each OS/400 partition, and each partition
has connectivity to IBM:

— Hardware problems are reported to IBM.
— System inventory is collected and transmitted to IBM.

» If AIX or Linux is resident on other partitions, Service Agents for those operating systems
are not operational in this environment.
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5.1.3 @server i5 hardware

In this environment, Service Agent connects to IBM by means of the HMC modem, partition
modem, or a network. Note the following considerations:

» When Service Agent for iSeries is applied to the i5/0S partition:

— Hardware problems are reported to IBM through various connections.
— System inventory is collected and transmitted to IBM through various connections.

» When you have Linux or AlIX partitions:

Hardware problems are reported to the HMC.

The HMC transmits the information to IBM.

No system inventory is collected on these partitions.

Linux or AIX Service Agents are not operational in this environment.

5.2 Single machine environment

The Service Agent code is now included in i5/0S, the operating system upgrade to V5R3. No
other code is needed to activate Service Agent.

In a single machine environment, the activation of Service Agent is done in a minimum
number of tasks, if the system’s communication path is already established. Figure 5-2 shows
the general task flow of the Service Agent activation process in a single machine
environment.

Service Agent for iSeries
Activation Flow

Plan your iSeries Service
Agent coverage

!

Confirm V5R3 OS is
installed on all
partitions where SA
will be activated

l

Confirm
communication
path

!

Type: Go service

Figure 5-2 Service Agent activation flow on a single iSeries system
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5.2.1 Planning

Planning your tasks and obtaining information that is confirmed in advance makes the
activation steps go smoothly.

1.
2.

Plan the partitions that are monitored by Service Agent.
Install the following products on your system before you activate Service Agent:

— 5722881 — Option 34 (OS/400 - Digital Certificate Manager)
— 5722AC3 (Crypto Access Provider 128-bit)
— 5722JC1 (IBM Toolbox for Java)

Determine your communication selection (Internet or modem) and ensure that it is
operational.

Make sure that the person doing the activation has user a profile (other than QSECOFR)

that has a *SECOFR user class and has system-defined special authorities.
Enter the following command:
DSPSYSVAL QRETSVRSEC

6. Confirm that the setting is 1.

7. Ensure that the latest recommended program temporary fixes (PTFs) are installed in

i5/0S V5R83.

Note: No user activation password is required for V5R3. In previous releases, this
password was required prior to activation.

5.2.2 Activation

To begin Service Agent activation, you enter the following command on a command line:
GO SERVICE

This is the same process on AS/400e, iSeries, and @server i5 hardware. For a single
partition environment, you may see the following displays if default information is missing:

>

»

If the Add Contact Information (ADDCNTINF) command is prompted, add or update the
contact information for this system. Press Enter.

If the Create Service Configuration (CRTSRVCFG) command is prompted, update any
field that has the *SELECT value. Press Enter. An additional panel is displayed for each
field parameter for which *SELECT was specified. When updated, press Enter.
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After Service Agent detects that all fields are completed, you see the main menu as shown in
Figure 5-3. The activation is complete.

=N | =101 %]
NS9HATN Electronic Serw Age
Sysztem:

Select one of the following:
1. Change Service Agent attributes
?. Run =zervice information collection
3. Change send option
4. Authorize users to access service information

Information
b. Display service information collection
. Display service registration information
7. Reports
Jaobs
. End jobs
9. Start jobs
10. Wark with jobhs
More...
F3I=Exit Flz=Cancel
(C) COPYRIGHT IBM CORP. 2A04, 2004.
HEf b 717087

Figure 5-3 Service Agent for iSeries main menu (View 1 of 2)

Now you are ready to register your IBM ID to view your Service Agent inventory information
on the Electronic Services Web site:

1. Select option 4 (Authorize users to access service information).
2. Complete the fields on the display and press Enter.
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5.2.3 Maintenance

The Service Agent main menu is used for any updates to the configuration, to view reports or
logs, to send test problems, and to send immediate inventory collections. There are two views
of the menu as shown in Figure 5-3 and Figure 5-4. Select More on the first view to see the

second view.
= i -(O] x|
QSSMATIH Electronic Serwvice Agent
System:
Select one of the following:
Froblem determination
11. Change Service Agent job Llogging
1Z. Change product activity log analysis
13. lWork with Service Agent spooled files
14. Display audit log
15, Send test problem
16. Work with threshold table
17. Yerify service configuration
1d. Serwice Configuration menu
Related
7. Related Service Agent commands
Bottom
F3I=Exit Flz=Cancel
HE b 717087

Figure 5-4 Electronic Service Agent for iSeries main menu (View 2 of 2)

5.2.4 Uninstall process

With the inclusion of Service Agent into the V5R3 operating system code, it is not possible to
uninstall Service Agent. However, you can turn off Service Agent if necessary. You do this by
selecting option 1 (Change Service Agent attributes) on the Service Agent main menu.
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5.3 Network environment

In a network environment, the activation of Service Agent on iSeries involves the use of
System Manager for iSeries (also known as SM/400), Management Central, and Service
Agent. Figure 5-5 shows the general task flow.

Service Agent for iSeries

Activation Flow

Plan your system group and
list all the end point system
control points and network IDs

!

System Manager
started

!

Go Service, Opt #1

!

WRKSRVPVD
information

!

Management Central,
Extreme Support
Wizard

Figure 5-5 Service Agent activation flow in a networked iSeries environment

5.3.1 Planning

Planning your tasks and getting information confirmed in advance will make the activation
steps go smoothly. Here are items to consider when planning the activation of Service Agent
in an iSeries network environment:

>

Ensure that the staff member who is performing the Service Agent activation has a user
profile (other than QSECOFR) that has a *“SECOFR user class and its system-defined
special authorities.

Ensure that the staff member who is performing the Management Central and System
Manager tasks has the appropriate authority.

List the control point and network 1Ds for the central system and end-point systems.

Ensure that the central system has an operating system level that is equal to or higher
than the end-point systems.

In Management Central, define your system group or groups for Service Agent activation.
Ensure that System Manager for iSeries is installed, configured, and started.
Ensure that System Manager for iSeries has a central system defined.

Ensure that for System Manager for iSeries, the central system is configured to accept
problems from the end-point systems. You need the control point and network IDs to
complete this task.
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You may want to consult the following iSeries documents as you go through your planning
activities:
» System Manager Use, SC41-5321

» Installation, Configuration, and Start-Up for SystemView System Manager/400 iSeries
Software Knowledge Base article

http://www-912.ibm.com/8625680A007CA5C6/1AC66549A21402188625680B0002037E/6D56D4950C0145F
0862566F800673B86

5.3.2 Activation

Automatic hardware problem reporting (or remotely reported service requests in SM/400
terms) and the inventory collection process are started in separate tasks in the network
environment. We recommend that you activate hardware reporting first.

Automatic hardware problem reporting
On each end-point system, perform the following tasks:
1. On a command line, type:

GO SERVICE

Service Agent detects whether it is active. If it is not active, Service Agent activates itself
as explained in 5.2.2, “Activation” on page 53. Respond to the prompts that might appear
as explained in that section. When activation is complete, Service Agent displays the
iSeries Service Agent main menu (Figure 5-3 on page 54).

If Service Agent is already active when you type GO SERVICE in step 1, it displays the
Service Agent main menu immediately.

2. On the Service Agent main menu (Figure 5-3 on page 54), select option 1 (Change
Service Agent attributes).

3. In the Service Agent attributes display, verify that the Control point name and Network ID
in the Report Problem to fields are correct. Service Agent is now ready to operate in your
network environment.

4. To enable the endpoint system in your network to report problems to the central system,
type the following command on a command line:

WRKSRVPD
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5. The Work with Service Providers display (Figure 5-6) opens. Type the Control point name
and the Network ID of the central system. Press Enter.

_|of x|
Work with Service Prowviders
System:
Position to . . . . . Control point
MWetwork ID .
Tupe options, press Enter.
1=Add Z=Change 3=Copy 4=Remowve B=Display
Coantrol
Opt Point Hetwork ID Description
#IBHSRY IBH Service Support
Bottom
F3=Exit Fa=Refresh Flz=Cancel Fl3=Configure distribution services
FZ2=Change IBM serwvice route
(C) COPYRIGHT IEBM CORP. 1980, ZOA3.
HER] b 11/003

Figure 5-6 End-point system: Work with Service Providers display

6. On a command line, type:
WRKSRVPVD

7. This time on the Work with Service Providers display, press F1 (Add). Type the Control
point name and the Network ID of the central system. Press Enter.

8. To avoid duplicate machine inventory collections and transactions from this activation and
from the Management Central tasks, enter the following command for each end-point
system as shown in Figure 5-7:

RMVJOBSCDE JOB(QS9SA*) ENTRYNBR(*ALL)
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e
== R R, AR S

9@, Sign off

selection or command
===» BMY¥JOBSCDE JOB{QSISA+) ENTRYNBRE*+ALL }
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Figure 5-7 Removing a job schedule
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You are done working on the end-point systems. Proceed to Management Central to
configure the machine inventory collection.

Machine inventory collection and transmission

Management Central on the central system provides the Extreme Support wizard to help you

set up the machine inventory collection and transmission to IBM.

1. In the the iSeries Navigator Management Central menu (lower right pane in Figure 5-8),

right-click Extreme Support and select Configuration.

£ iSeries Navigator o ]
File Edit WYiew Help

LR | X B | 5" o Dminut;sga_"

i Central System: Rchascle.rchland.ibm.com | Management Central {Rchascle.rchland.ibm,com): Extreme Support

EI--EI% Management Central {Rehascle.rchland.ibm. com) ~ | | Mame | Description
- TEL Task Activity [
T scheduled Tasks i
& Definitions

: Maonitors

_g Endpoint Systems

Contains agents for communicating to IBM,
%Performance Contains Extreme Support Functions related to performance.

Systems with Partitions
2 !I Clusters

- My Conrections i | KN : 2!

Rl .t
| Add a connection
@ Install additional components

hland.ibr:com [CHanagement Central basks
B Change the central system ¥ B wark with monitors

@ Configure Management Central iﬁ? Create a system group

L Create new definitions L4 ﬁ Extreme Support:
Add an endpaint system 4 ? Help for related tasks
_B Discover systems in your network _:_i
[ [1-2zof 2 objects | i

Figure 5-8 Management Central menu in iSeries Navigator

2. You now reach the Service Agent portion of the wizard. The Extreme Support
Configuration — Welcome window (Figure 5-9) opens. Click Next.

% i Extreme Support Configuration - Welcome I ]

wyielcome to the Extreme Support configuration wizard. This wizard will help you set up and configure
Extreme Suppott functiohs.

Through Extreme Support, iSeries delivers secure, personalized service and electronic suppart that is
deszigned ta help you keep your business running at peak performance. Through automated support,
online tracking of service and proactive maintenance, iSeries offers support customized to your unique
system environment.

{ Extreme Suppart on the Wieb I

= Back Mext = Finizh Cancel

Figure 5-9 Extreme Support Configuration — Welcome window
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3. On the Functions panel (Figure 5-10), accept the two default selections or deselect the
Receive fixes from IBM option. Then click Next.

i 7| Extreme Support Configuration - Functions I ]

vyhich Extreme Support functions are you interested in configuring?

Selected | Plugin | Help |
¥ Send collected information to IBM for service and support 7]
= Receive fixes from IBM and report problems to IBM 7]

<Back | met= | i | cancel |

Figure 5-10 Extreme Support wizard — Functions window

4. The Electronic Service Agent — Agent window (Figure 5-11) opens. On the Welcome
window, click Next.

i 7| Electronic Service Agent - Welcome I ]

wyielcome to the Electronic Service Agent wizard. Thiz wizard helps you st up the collecting and sending
of your systern inforrmation to 1IBMM.

wyith this infarmation, [Eh:

- Provides enhanced problem prevention and resolution capahbilties

- Enhances the capahilties of IBM hardvware and software suppoart services and
integrates them inta the |BM electronic support infrastructure

- Monitors your iSeries servers, 24 hours per day, enabling solutions tailored ta your
systems and environments

- Delivers electronic technical support that is easy to use, cost effective, and efficient

i Service Agent on the Web I

= Back Mext = Finizh Cancel

Figure 5-11 Electronic Service Agent — Welcome window
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5. The Electronic Service Agent — Select System Groups window (Figure 5-12) opens.

Select the system groups that you created or confirmed during your planning activities.

Click Next.

Select the system groups that will be used to collect the information that will be sent to B,
Systemm groups:

Refresh |

Mote: wWhen you click Mext, select the type of infarmation to collect, then schedule when to send the
information to IBM. The recommended types of information will be pre-selected, and the
recommended frequency to send the information to IBM is daily .

i 7| Electronic Service Agent - Select System Groups I ]

<Back | met= | i | cancel

Figure 5-12 Electronic Service Agent — Select System Groups window

6. The Electronic Service Agent — Summary window (Figure 5-13) opens, showing your

selections. Click Next.

i 7| Electronic Service Agent - Summary I ]

Congratulations! The Electronic Service Agent is noww set upto collect and send information to (B,

To weark with the Electronic Service Agent and the Collect Inventary task, click on Management Central in
iZeries Navigatar.

i Serwice Agent on the Weh I

= Back | Next = | Firish cancel

Figure 5-13 Electronic Service Agent — Summary window
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7. The final window of the wizard opens as shown in Figure 5-14. Click Finish.

1_ Extreme Support Configuration - Summary = |EI|5|

Mo zetup for "Receive fixes from IBM and report problems to IBM" was needed.
SUmmary:
Status I Plugin

' Send collected information to IBM for service and support

' Receive fixes from IBMW and report problems to IBM

Click Finish to complete the set up of the selected Extreme Support functions.

= Back I [dext = I Firizh | Cancel |

Figure 5-14  Electronic Service Agent — Summary window (final)

You have completed Service Agent activation on both the central system and the end-point
systems for both automatic hardware problem submission and inventory collection.

5.4 Mixed operating systems in a partitioned environment

Electronic Service Agent for iSeries can run in @server i5 and iSeries multi-partition
environments.

5.4.1 AS/400e and iSeries hardware

Electronic Services operation in a multipartition or multisystem AS/400e™ and iSeries
hardware environment depends on connectivity and the Service Agent settings. Here are
several examples:

» When OS/400 V5RS3 is on both a central partition and on the partition with Service Agent
V5R3 activated:

— Hardware problems are reported to the central partition.
— System inventory is collected and transmitted to the central partition.
— The central partition communicates to IBM.

» When OS/400 V5R3 is on a central partition and an older version of OS/400 is on
partitions with respective Service Agents activated:

— Hardware problems are reported to the central partition.
— System inventory is collected and transmitted to the central partition.
— The central partition communicates to IBM.
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» When OS/400 V5R3 is on a central partition and AlX or the Linux operating system reside
on the partition:

— Service Agents (iSeries, pSeries, or Linux) are not operational in this environment.
— There is no reporting of hardware problems.
— There is no collection of system inventory collection.

5.4.2 @server i5 hardware

Electronic Service Agent operation is also available on @server i5 with the following
considerations:

» When i5/OS is resident on a partition:

— Hardware problems are reported to the HMC.
— Machine inventory is collected and transmitted to the HMC.
— HMC transmits to IBM.

» If the Linux or AIX operating system is resident on the partition:

— Hardware problems are reported to the HMC, which transmits this information to IBM.
— No machine inventory is collected on the partitions.
— Service Agents for Linux or pSeries are not operational in this environment.

5.5 HMC Service Agent

Four major components make up the Service Agent environment on HMC machines:

» The Electronic Server System (ESS) process runs only on the gateway HMC. The ESS
handles all requests for data input and retrieval from the centralized database.

» The On Demand Server (ODS) process runs on all HMCs that are defined and handles all
Service Agent communication activities for that host. The ODS sends data to the ESS
process as necessary or makes a request to Service Agent Connection Manager (SACM)
to call IBM. Events from the Service Focal Point (SFP) are reported to IBM directly using
an Internet connection or a modem that is attached to the gateway server. Service Agent
calls IBM to report that it is healthy, once in every health-check interval.

» Service Agent Connection Manager is a stand-alone process. You can configure it to
communicate with IBM using an existing Internet connection or modem. It may exist on
any HMC or stand-alone @server i5 machine and can support multiple Service Agent
Gateway connections.

» The User Interface allows you to set up and define HMCs that Service Agent monitors.
The graphical user interface (GUI) is invoked from Web-based System Manager (WSM) by
selecting Service Agent from the Service Applications. Then from the WSM service menu,
you select TASKS for the Service Agent User Interface. User Interface is used for
advanced functions and customization of system as well as to configure complex systems
and multilevel networks.
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5.5.1 Planning

Establish the overall HMC environment before you activate
Service Agent. Do not start Service Agent processes if the
network is not configured on the gateway or your HMC.

Review and complete the following items:

1.

On new installations, the HMC host name is a default
name. Assign it a new name that suits the client’s
network environment.

On the HMC gateway, ensure that the modem and
phone line are connected if they are being used. Check
the physical connections to determine this.

If you are using the Internet, make sure that the HMC
has connectivity to the network.

If HMC is a client, then start Service Agent only after the
network is setup properly.

After the host name is assigned, determine the type of
Service Agent to apply, gateway or client.

Figure 5-15 shows the HMC high-level activation flow.

5.5.2 Installation and activation

HMC machines have Service Agent installed as part of the HMC code. Service Agent
appears on the HMC menu.
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HMC Service Agent
Activation Flow

Plan your HMC network
(gateway and clients)

!

WSM SA Menu:
Customer
Information

l

Configure SACM

Configure gateway

l

Registration
Transaction

Figure 5-15 HMC Service Agent
activation flow

Complete the following steps to activate HMC Service Agents.

1.

In the Navigation Area on the HMC menu, select Service Applications — Service

Agent, as shown in Figure 5-16.
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eb-based System Manager - fhome/hscroot/]

Console  Service Agent Solociod Wiew  Window  Help

e E]@ D | H

Mavigation Area g

H Q Wanagement Environment
&= E ehmcTa.austinibm.com
] Server and Partition
T System Manager Security
] Switch Management
] Software Maintenance
] HMC Management
] HMC Maintenance
= 7 Service Applications
[l Problem Determination |
(8] Inventary Scout Senices |
& [gervice Agent '
%, Serice Focal Point
E localhostlocaldomain

Service Applications: Service Agent

Service Agent - Hardware Management Consok

Figure 5-16 HMC Service Agent Menu

2. Service Agent detects whether it is activated. If it is not, you see the window shown in

Figure 5-17. Verify or update the information, and then click Continue.

ServiceAgent - Please enter the following required data
Customer, IBM Support may contact
Name
Phone Number
Email
Queue Country / Region UNITED STATES v
Gateway - CEC
Browse
Type TO3s
Serial Humber 10AADED0
Model 2
Continue ‘ ‘ Exit ‘

Figure 5-17 HMC Service Agent activation wizard (Part 1 of 2)
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3. Now you see the window shown in Figure 5-18. Type the requested information and click

OK.
X =]
File Help
Erowse |
| = | & | | L) | : Customer, IBM Support May Contact il
o =L Hetwork A ¥ Name
48l calllog | | i
o [ aduinistration I Phone Mumber T
! hlerts | |
o= || Filter Lists ¥ Email L
o= [ Manual Tools | |
o= |_] Test Tools
eService Information
IEM Comimon Registration UserlD
Address
I Gueue Gountry i Region
(& -]
QOrganization
|l Oroanizational Unit il
| Add ” Delete | | Ok || Zancel || Delete |

Phone Number [6]

Figure 5-18 HMC Service Agent activation wizard (Part 2 of 2)

5.5.3 Maintenance

Updates to the HMC Service Agent are done with new releases of HMC code. The HMC
Service Agent GUI is invoked from the WSM when you select Service Applications — Service

Agent.

The Service Agent menu is broken into two main sections, TASK and STATUS, as shown in

Figure 5-16:

» In the TASK section, you start and stop a process, change the function, update the host
name, and access the user interface.

» In the STATUS section, you see information about how this HMC is configured

(server/client) and the status of the Service Agent processes.
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Electronic Service Agent for
RS/6000 and pSeries

This chapter provides background and information about Service Agent on the pSeries
platform. It is written for users and RS/6000® system administrators who are familiar with, or

have a working knowledge of, AIX and RISC architecture as it pertains to basic operation of
IBM RISC pSeries and RS/6000®.
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6.1 Electronic Service Agent Version 3.1 on pSeries

Service Agent on the pSeries platform began with Service Director on RS/6000 in 1994. It
served as a problem detection and submission tool on desktop Models 7011 through 7015 in
the United States. During the past decade, more models and function have been added,
hence the migration to Service Agent title in 2001.

Electronic Service Agent for pSeries is now available on all models of the pSeries platform in
all countries (regions). Today the Service Agent for pSeries submits problems automatically
and collects machine inventory information for both the stand-alone and the Hardware
Management Console (HMC) environments.

The following information is from the current Electronic Service Agent for pSeries User Guide,
SC38-7105, and Electronic Service Agent for pSeries and RS/6000 Hardware Management
Console (HMC), SC38-7107. Refer to these user guides for comprehensive information about
these subjects. All the Service Agent graphical user interface (GUI) help text is directly from
the user guides.

6.1.1 Overview of Service Agent on pSeries

Figure 6-1 shows how your environment has the potential for a stand-alone configuration,
HMC machines in a configuration, or both types of configuration.

pSeries network overview

Modem

RETAIN

Client can use on the Web:

I IBM Databases:
e Inventory on NavPage

« EED to TESTCASE
| Call 0 « SA Inventory « PM/AIX reports
- Cient * VPD to MRPD
AX e « PM/AIX
Clients
a Support
Center

- Q) Dispatch SSR
as appropriate

-
£
2

Figure 6-1 Service Agent for pSeries network view

Service Agent is flexible and can be configured to your environment. Service Agent works
with clients by reporting through AIX gateways or the HMC client to the HMC gateway. All
Service Agent communication flows through the Service Agent Connection Manager (SACM)
on either AIX or HMC host to IBM.
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The choices of communication to IBM are either modem or Internet. The automatic problem
submission path and the inventory paths are through secure firewalls that go into the
appropriate IBM databases. You can use IBM Web sites to view the Service Agent inventory,
Performance Management reports, and other offerings. The HMC Web-based System
Manager (WSM) and System Management Interface Tool (SMIT) present Service Agent
menus or interfaces.

The HMC WSM menus allow control and setup of Service Agent. The Service Agent User
Interface (SAUI) is used for various functions, such as setting local user notification entries,
customizing the system, and displaying local Service Agent information. Starting and
stopping the application, as well as basic configuration, are also done via the WSM menu.

The SMIT-derived menus in an AlX environment enable you to control management of the
application and select the user interface. They also display the application status.

6.1.2 Key tasks and functions of Version 3.1

The Electronic Service Agent functions that are available in Version 3.1 include:

» Use of Internet access or modem phone line connection to IBM

» Automatic problem analysis and submission based on defined thresholds

» Automatic client notification and view of hardware event logs of any automatic problems

» High-availability cluster multiprocessing (HACMP™) support for full fallback, including
high-availability cluster workstation (HACWS) for 9076

» Vital product data (VPD) or machine inventory information sent to IBM

» Software product information install and fix sent to IBM

» Capacity Upgrade on Demand (CUoD) enabled on non-HMC servers

» Using Performance Management, automatic reporting of PM/AIX data to IBM

6.1.3 Machine types and models that are eligible for Service Agent

Service Agent supports all pSeries and RS/6000 machine types. This includes the 9076 (SP)
or cluster configurations. All machine types that have concurrent diagnostics installed and are
under IBM warranty or maintenance contracts (for problem submission) are eligible.

6.1.4 Service Agent Connection Manager

One of the major improvements or simplifications in Version 3.1 is the introduction of the
SACM. The SACM is a stand-alone process that can be configured to communicate with IBM
using an existing Internet connection or modem. This application is installed with the Service
Agent AIX code on the Service Agent gateway, but can be installed as stand-alone code on
any supported platform. It may exist on any HMC or stand-alone AlX machine and can
support multiple Service Agent gateway connections.

The features that enable enhanced security, as shown in Figure 6-2, help to:

» Provide firewall support using either a proxy service or provide for traffic to pass through a
Network Address Translation (NAT) device such as a Cisco PIX Firewall

» Provide a single point of exit from the client environment
» Ensure Inter-Enterprise Security (IES) compliance
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Gateway

Service Agent

Connection IBM
[ Manager
Gateway
Intranet DMz Internet

Figure 6-2 Sample configuration using firewalls and SACM

6.2 Stand-alone: Planning and prerequisites

Early planning may save you valuable time and prevent aggravation later. Understanding how
to set up the Service Agent application to best cover your information technology (IT)
environment should make the Service Agent experience much more enjoyable.

Consider the following items to assist in your decision making and placement of the Service
Agent components.

» Ensure that your pSeries or RS/6000 is at AlX Version 4.2.1 or later with concurrent
diagnostics installed. IBM diagnostics must be installed on every monitored machine.
Error logging and error log analysis must be enabled.

» Java is required on all monitored machines. Java for AlIX 4.3.3 or later is on the system
disk. You obtain Java from another source for machines with AlX versions earlier than
4.3.3.

» Note the correct memory needed for various components of Service Agent:

The minimum GUI is 10 MB. The maximum is 32 MB.
For a 50 system network, 20 MB are required.

For a 100 system network, 25 MB are required.
Electronic Server System (ESS) requires 64 MB.

On Demand Server (ODS) requires 64 MB.

» Ensure that the person who is installing Service Agent has root authority on the gateway
machine. This person must have access to a root-authorized window while installing
Service Agent.

» All communications between the Service Agent gateway and IBM are now encrypted and
secure using Java Secure Sockets Layer (SSL) regardless of the communication method
that is selected.

— Is an existing high-speed Internet access available to communicate with IBM? If no
Internet access is available, then you must meet all dialer prerequisites.
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— Is amodem is required? Only outbound calls are required by Service Agent, so the
auto answer capability of the modem should be disabled. Refer to the local procedures
in your country (region) for asynchronous modem requirements for speed and error
correction.

Determine which host will best support the Connection Manager.

Identify whether any High Availability (HA) configurations will be supported by Service
Agent.

Verify whether an HMC host name and network are established and defined.

Determine the number of Service Agent gateway machines that need to be set up to cover
the different client host.

— All client configurations must exist in their respective Service Agent gateway
databases.

— For multiple gateway configurations, build the first Service Agent gateway and then
export the database to a temp file. Import the temp file database to the second or third
gateway as needed.

— Set up only one Service Agent gateway as a master gateway for each Service Agent
Connection Manager (SACM).

Service Agent needs to know the host name, machine type, model, serial number, and
processor ID (should be auto filled) to monitor managed machines. Service Agent V3.1
attempts to automatically discover the machine type, model, and serial number once the
host name is given.

6.2.1 Service Agent code installation and activation

You can obtain the Service Agent code, user guides, and readme files from several sources:

>

The AIX Expansion Pack is a collection of additional applications and tools. All
complement the AlX operating system with additional packaged software at no additional
charge. An Expansion Pack is included with every new order when media is selected.

The IBM FTP site also provides this information:

ftp://ftp.software.ibm.com/aix/service_agent code/AIX

6.2.2 Installation

You install the Service Agent code on your system, and then you activate it to start the tasks.
Next you untar the svcagent.tar file into the directory from which you want to install it. The
restoration of the archive file creates a new sa subdirectory with svcagent modules.

Note: You can install V3.1 over previous versions of Service Agent for pSeries. Your
machine list, communications files, and database remain the same. We recommend that, if
you are migrating from Service Agent V2.4 or earlier, use the clean installation procedure.

1. To save the configuration, save the current Service Agent gateway database.

2. Remove the current version of Service Agent.

3. Install the new version of Service Agent.

4. To restore the configurations, import the saved Service Agent gateway database.
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There are two methods to install Electronic Service Agent:
» Install from the SMIT.

a.
b.

h.

Log on to the gateway server as root or sign on using a root-authorized user ID.
To activate the SMIT, type (in lowercase):
smit

Select Software Installation and Maintenance, Install and Update Software and
then Install and Update from Latest Available Software.

Type the INPUT device/directory (or select install media) and click OK.
From the SOFTWARE list, select svcagent to do a complete install. Click OK.
View the install Summary message result column to ensure that it indicates Success.

After the Service Agent program installs, select DONE. Depending on your version of
AlX, you do this either by clicking the DONE button, selecting DONE from a list of
options, or pressing a PF key at the bottom or your display.

Select CANCEL to return to the SMIT display.

You have successfully installed Service Agent.

» Install from a command line.

a.
b.

Log on to the gateway server as root or sign on using a root-authorized user ID.
Type the following command:

inutoc /tmp/sa

tmp is the directory where you saved Service Agent.

If this is a new installation, type the following command:

installp -YacXd /tmp/sa svcagent

Check the installp summary message result column to ensure that it indicates Success.
Figure 6-3 shows a sample view of the summary message.

Installation Summary

Harme

sycagent. cm

sy cagent.om
sycagent.client
sycagent.client
sycagent.server
sycagent. server
sycagent.help.en_Us

Level Part Event Result
3.0.0.0 ISR BPPLY SUCCESS
3.0.0.0 ROOT APP LY SUCCESS
3.0.0.0 ISR BPPLY SUCCESS
3.0.0.0 ROOT APP LY SUCCESS
3.0.0.0 ISR BPPLY SUCCESS
3.0.0.0 ROOT APP LY SUCCESS
3.0.0.0 ISR BPPLY SUCCESS

Figure 6-3 SMIT menu summary results view

You have successfully installed Service Agent.
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6.2.3 Activation

Figure 6-4 shows the steps to activate Service Agent for
pSeries in a stand-alone environment.

pSeries Service Agent
Activation Flow

After the application is successfully installed, you must

manually configure and start the Service Agent processes. Plan your pSeries network
This occurs only after the initial or new installation. The

upgrade process does not require this step because Service l

Agent is already running.
Configure and

Determining what to configure and start depends on what is activate SACM
installed. Each step uses SMIT Service Agent menus.
Figure 6-5 shows a sample SMIT main Service Agent menu. l
1. Create a new Service Agent gateway. S
a. Inthe SMIT menu, select Service Agent to access configure SA
the Service Agent menu. gateway
b. Inthe SMIT main Service Agent menu (Figure 6-5), l
select Manage Service Agent Connection
Manager. Install and
activate SA client
c. Then Select Configure Service Agent Connection
Manager. l

Registration
Note: The defaults are: localhost for host name, Transaction

1198 for socket, and secure setting. If SACM
points to a specific host, the fields must be
updated with the correct information. The SACM

Figure 6-4 Service Agent for
pSeries: Stand-alone activation

process must be started before the using the flow
Service Agent gateway.
¥ =p2rsfi-root ) ] |
service bgent
Move cursor to desired 1tem and press Enter,
anage Hervlce Ogent Connection Manager
Manage service boent Gateway
Display Service dgent Status
Select Service Agent User Interface
Fl=Help Fi=Refresh F3=Cancel Fi=Tmage
F9=5he11 F10=Ex1t Enter=Do

Figure 6-5 SMIT Main Service Agent menu
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h.
. Install the Service Agent client code.

Click OK.
Click Done.
Return to the SMIT Main Service Agent menu.

Select Manage Service Agent Gateway, and then Select Configure Service Agent
Gateway to start the Service Agent gateway processes. Add the inittab entries for
database and ods script. The default host name of the Service Agent gateway server is
the default configured host name. Click OK.

Click Done.

Note: This step is required only if you manually installed the svcagent.client module on
another host after the Service Agent gateway host is activated. This step is not required
if code is applied to client from the Service Agent gateway.

a. From the SMIT menu, select Manage SA Client.

Configure the client first. The host name is the default. Change it to match the host
name in the database if it is different. Enter the password for root to match the Service
Agent gateway password.

Define the primary (required), secondary, and tertiary server host names, as
appropriate.

Click OK.
Click Done.

6.2.4 Maintenance
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Electronic Service Agent has several operational user interface views (ASCIl and GUI) that
you can access from the SMIT menu. Such views include Select Problem Determination,
Service Agent, and Select Service Agent User Interface, which is shown in Figure 6-6.

‘!" Systemn Management Interface Tool : root@Gateway =10 1[
Exit Show Help
Return To:

| system Management
__| Problem Determination
__| service Agent (R3.0.0.0)

Select Service Agent User Interface

_| Advanced Graphical User Interface
| Advanced Text User Interface

| Basic Text User Interface

| Basic Graphics User Interface

Cancel

Figure 6-6 SMIT menu Select Service Agent User Interface
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The Basic menu
When you select the Basic menu GUI (see Figure 6-7), you see several fields for customer

contact information when you are on the GUI for the first time. Fields with exclamation marks
() are mandatory and should be completed for the machine location. IBM communicates with
your company and location based on the information in these fields. Incomplete or inaccurate

information delays responses from IBM.

The select list located on the left side contains fields that are completed as you proceed
through a guided process. Help for each of these selections is provided in the upper right side
of the view. The lower right side of the view contains the specific fields within each selection.

When you complete the eService Information field with your IBM ID, your ID is authorized to
view Service Agent information on the Electronic Services Web site and use the information
in Premium Search queries.

% CallContraller

See Service Agent Help for additional details.

Electronic Service Agent for pSeries and RS/6000 10 x|
File Help
= Network % NETWORK SCREENHELP
Fields with a ! before the titles must be filled out before continuing.
Please Enter the Customer Contact information as required below.
c_; — Click OK Button to Accept Data.

Customer, IBM Support May Contact

I MName

i Connectionianager (primany

% Dialer

& Machines

@ Enrall

-’-@, Connect

78 CallLog

i Errorl_og

I Phone Mumber

[1234567

I Email

eService Information

IBM Common Registration UserlD

Address

I Queue Countryf Region

[

Organization

Organizational Unit

4

Figure 6-7 Service Agent for pSeries Basic main menu
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The Call Log (Figure 6-8) displays the results of connections and transmissions to IBM. By
viewing this log during the dialing or initial phase of a connection, real-time updates are
logged. When a connection is made and requests are transmitted, a summary count of the
request types and whether they were transmitted successfully are logged. The summary
counts overlay the description entries made during the connection phase.

=1k
File Help
Sw Metwark
CALL OG information
Communication Status information for active and passive dialer communication is logged below.
See Service Agent Help for additional details.
& sles
Start | Description End
4 caicontratier 2004/08M3 16:11:32 |SACM Config Update (Success: 1, Fail O); 0/=none= o o ¥ 8 20040803 161
2004/08/0316:19:59 |TEST Connection (Success: 1, Fail: O); 0/=none= i} 0 ? lﬂi 200408/03 16:2
2004/08/0316:22:43 |SACM Config Update (Success: 1, Fail: 0); 0/=none= i} o| < ﬁ 2004/08/0316:2
@i ConnectionManager (ariman) 2004/0803 16:27:20 Connect?on refused Oj=none= 1] o ¥ & [2004/08/0316:3
2004/08/03 16:36:09 |Connection refused 1|=nane= i] 0 ¥ & 20040803 16:3
2004/08003 16:39:49 |SACM Confiy Update (Success: 1, Fail: 0); 0/=nane= 1] 0 ¥ £ 2004/08/0216:3
2004/08003 16:39:58 |TEST Connection (Success: 1, Fail: O, 2/=none= 1] 0 ¥ Ch 12004/08/02 165
% Dialer 2004/08/04 16:10:33  |SACHM Config Update (Success: 1, Fail: 0); 0j=none= i} 0 f @ |2004/08/04 161
2004/08/04 16:10:45 |SACHMW Config Update (Success: 1, Fail: 0); 0j=none= i} 0 ‘9 @ |z004/08/04 161
2004/08/04 16:10:60 |SACHW Config Update (Success: 1, Fail: 0); 0j=none= 1} 0 ‘9 @ 20040204 161 =
- A m Ara |l —

E'T! Machines

@ Enrall

4 Connect

43| CcallLog

7l Errorlog

Figure 6-8 Service Agent for pSeries Basic menu calllog view

The other selections, such as the various logs and connection view, that are in the left
navigation bar are used in activation or maintenance tasks.
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Advanced menu

The Advanced menu (Figure 6-9) provides selections that handle the complex system

configuration steps and maintenance tasks. Sample tasks include:

vyvyVvyyvyy

Adding SP nodes to 9076 cws
Setting thresholds, filters, and alerts
Manual tools for testing and sending information to IBM
Purging information
Real-time monitoring of code clients and alerts

~Customer, IBM Support May Contact

I Name

I [

[John Doe

I Phane Mumber

[1234567

~Customer, IBM Support May Contact

I Name

I Email

[John Doe

| johndoe@mycompany.com

! Phone Number

[1234587

I Email

reService Information

IBM Common Registration LserlD

| johndoe@mycompany.com

|johndoe@mycompany.com

eSenvice Information

IBM Common Registration UserlD

~Address

I Queue Country/ Region

|johndoe@mycompany.com

Streest

“[:.; -Address

Organization ¥ Queue Country f Regian

[My Company [ ~|
Qrganizational Unit Crganization

[ Warehouse 'A’ [My Company |

(123 Calle Norte

Organizational Unit

Locality

| Warehouse 'A'

| Mytown

Street

State Or Province

(123 Calle Norte

Locality

| Mytown

State Or Pravince

4]

| Add | Delete

QK

Cancel

Delete

Figure 6-9 pService Agent Advanced menu

For more information under each properties folder, you use the four symbols above the left
side area, as shown in Figure 6-10.

= & i
View/Edit View Error View View
Properties Events Licensing info  Internal Errors

Figure 6-10 pSeries Service Agent Advanced menu: Property symbols
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For example, when you select Network properties, the View licensing info button displays the
licensing, Heartbeat status (green flag or red X), and lock status (red X) on all monitored
machines as shown in Figure 6-11.

File Help

; HeartBeat Lcc%atus Status Expiry Node Yendaor Maodule Commr
: X

: E : A proposed | 1930,/02/01|SAclient2| IBM Ha-dware Service
Q—m : v v licensed |2004/05/11|Gateway |IBM Ha-dware Servica|Systam L
: v licensed 200405411 saclient | [BM Ha-dware Service system L

% & cateway
ﬁ Dialer
ﬁ CallController
Q—' Enviromment
@ Hardware Service
@ (7] PMRs
@ Performance Management
Q—' Software Service
% & shclient
S BlternateIPAddress

@ Envirooment. -
Q—'Hardware Service ~Enstironime nt

@ [ PMRs
@ Performance Management
Q—' SoftwareService

& Java Vrndar

[TEM Corporation

& Java Version

= ; i
;0:125 Sarlimnt? |1. ] |
3| Calllo :
“ ] .g ) & Operatine System
=] m Adninistration e |
| &lerts
= B, HE Uorcing

Figure 6-11 pSeries Service Agent Advanced menu: Expanded sample
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E-mail alerts can be configured on the Advanced menus shown in Figure 6-12 and
Figure 6-13. Different e-mail alerts can be customized for particular users. For example, you
may want employee A to be notified of CAUTIONS and employee B to be notified of

INTERNAL ERRORS. Only one e-mail alert is normally needed for any events that may

happen on any of the systems using this gateway.

File Help

Electronic Service Agent for pSeries and RS;/6000 R3.1.0.1

=10l ]

? :!hNetwork
=
ﬁ CallController
mi ConnectionManager
ﬁDialer
o= _]Data
o |_]Enrolluent
Q" Environment
Q" Hardware Serwvice
o |_]MMEs
@ Performance Management
Q" Software Serwvice
4l calllog
o= |_J Administration
! Alerts
e _]Filter Lists
o= |_J Manual Tools
o= |_] Test Tools

ﬁ Call Controller

(=% ]a]~

Node Info

! Name

|| Get Systen Info |

IPAddress

Frocessar D

¥ Type

2043

I serial Mumber

! madel

120

Manufacturer

Type Of Installation

|§h 0 frp

& Primary Server

& Secondary Serer

& Tertiary Server

[»

<1

i Connectiondanager
Add) 8 Dialer i

Cancel

Delete

I= child »| B2 Ernail Alert

..... T

Figure 6-12 Advanced Menu: First view of e-mail setup
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psa7.raleigh.ibm.com

Email Alert

¥ Email Address

¥ Email Subject

|Service Agent Alert

¥ Email Server

|localhost

¥ Ermnail wait Time In Minutes

15

Cautions Enabled
[¥] true

= Set Cautions Urgent
[Ifalse

Failed Enabled
[¥] true
#+ Set Failed Urgent
[Ifalse

Held Enabled
[Ifalse

#+ Set Held Urgent
[Ifalse

Pending Enabled

[»]lx

4]

Select false or true

Cancel

Figure 6-13 Advanced menu: Second panel of e-mail setup
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Performance Management selection, on the Advanced menu shown in Figure 6-14, informs

you of the status of the selected host. The same area displays the schedule for information

collection and transmission to IBM.

File Help

Electronic Service Agent for pSeries and RS;/6000 R3.1.0.1

=101 ]

(=] & [ &

| L) |= Performance Management

¢ Sm Hetwork
v =
% CallController
mi Comnectiontanager
%Dialer
o= _JData
o _J]Enrolluent
Q" Envirornment
Q"‘ Hardware Jervice
o |_] PMRs
@Performa.m:e Management
Q"‘ Software Service
4l calllog
¢ |_Jhduwinistration
! Alerts
o |_]Filter Lists
¢ |_]Manual Tools
o= |_] Test Tools

& FPerformance Management for Al Installed?

==
For Werzion information see the Environment Panel for this machine

Enahle gathering of statistics about this system?
[¥] true
! Default time of day to collect data files [12 hr i 24 hr]

[2:33 am

Enable gathering of statistics about kernel threads, virtual memory, disks, traps and GPL activity?
[¥] true

Enahle gathering of input and output statistics for disks?

[¥] true

Enable gathering of disk usage summaries?

[¥] true

Enahle gathering of statistics ahout netwark performance?

true

Default location for collection data files.

&) pmaixnstalled
[¥] true

Set the location for the collection of the data files. [27]

Figure 6-14 Advanced menu: Performance Management expanded

6.2.5 Stopping and restarting Service Agent

There may be times when you want to stop or restart the Service Agent daemon process.
There are multiple places and steps to perform the stop and restart. This section provides a
summary of the necessary tasks. For specific details, refer to the user guide.

Places to stop Service Agent
You can stop Service Agent in any of these areas:

» On the gateway server ESS, ODS, and SACM (where the Service Agent database

resides)

» On the monitored machine ODS only (clients that report to the gateway server)
» On the stand-alone AIX server with SACM (Connection Manager server) only
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Places to restart Service Agent
After you stop the Service Agent daemons, you restart them on both the gateway server and
the monitored machines.

» Restarting the Service Agent daemons on the gateway server creates a new inittab entries
for the ESS, ODS, and SACM daemon processes. If Connection Manager is not on this
gateway, then it is not started.

» Restarting the Service Agent daemon on the monitored machines creates a new inittab
entry for the ODS daemon.

» Restarting the Service Agent Connection Manager creates a new inittab entry for the
SACM daemon process that restarts the server's Service Agent Connection Manager
process.

6.3 HMC: Planning and prerequisites

Four major components make up the Service Agent environment on HMC machines:

» The Electronic Server System process runs only on the gateway HMC. The ESS handles
all requests for data input and retrieval from the centralized database.

» The On Demand Server process runs on all HMCs that are defined and handles all
Service Agent communication activities for that host. The ODS sends data to the ESS
process as necessary or makes a request to SACM to call IBM. Events from the Service
Focal Point (SFP) are reported to IBM directly using an Internet connection or a modem
that is attached to the gateway server. Service Agent calls IBM to report that it is healthy,
once in every health-check interval.

» The Service Agent Connection Manager is a stand-alone process that can be configured
to communicate with IBM using an existing Internet connection or modem. It may exist on
any HMC or stand-alone AlX machine and can support multiple Service Agent gateway
connections.

» The User Interface allows the user to set up and define HMCs that Service Agent
monitors. The GUI is invoked from the WSM when you select Service Agent from the
Service Applications. Then in the WSM Service menu, you select TASKS for Service
Agent User Interface. It is used for advanced functions and customization of the system as
well as configuration for complex systems and multilevel networks.

Important: You must establish the HMC environment prior to activating Service Agent.
Do not start the Service Agent processes if the network is not configured on the
gateway or client HMC.
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Here are several items to review:

» On new installations, the HMC host name is a default name. Be sure to assign a new
name to fit your network environment.

» On the HMC gateway, ensure that the modem and phone line are connected if they are
being used. Check the physical connections to determine this.

» If you are using the Internet, make sure that HMC has connectivity to network.

» If HMC is a client, then start Service Agent only after the network is set up properly.

» After assigning a host name, determine whether to apply a gateway or client Service
Agent.

Figure 6-15 shows the high-level activation process.

pSeries Service Agent
HMC Activation Flow

Plan your pSeries HMC
network gateway and
clients

!

WSM SA Menu:
Customer
information

!

Configure SACM

Configure gateway

l

Registration
Transaction

Figure 6-15 pSeries HMC activation flow
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6.3.1 Installation and activation

HMC machines have Service Agent installed as part of the HMC code and on the HMC main
menu under Service Applications. Updates to Service Agent are done with new releases of

HMC code.

1. In the Navigation Area on the HMC main menu, select Service Applications —Service

Agent (Figure 6-16).

=% Web-based System Manager - /home/hscroot;/WebSM.pref: /Management Environment/ehme75.austinibm.comy Service applicatio
Console Service Agent  Selecied Wiew  Window  Help

- =IOl
‘¥ E

b

= Q Management Enviranment
=] E ehmc7.austinibm.com
] Server and Partition
% Systermn Manager Security
7] Switch Management
] Software Maintenance
] HMC Management
7] HMC Maintenance
= ] Service Applications
fl Problem Determination
a Inventary Scout Services
4, Serice Agent
4, Sewice Focal Point
E localhostlocaldomain

Mavigation Area | Service Applications: Service Agent

Service Agent - Hardware Management Con!

Mare Infarmation

| [ DI
|5 Ready [ psooot-emers

Figure 6-16 HMC main menu: First visit
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2. Service Agent detects whether it has been activated. If not, you see the window shown in
Figure 6-17. Verify or update the information and select Continue.

Customer, IBM Support may contact
Name
Phone Number
Email
Queue Country / Region UNITED STATES v
Gateway - CEC
Browse
Type TO3s
Serial Humber 10AADED0
Model 2
Continue ‘ ‘ Exit ‘

Figure 6-17 HMC Service Agent activation wizard (Part 1 of 2)

3. In the next window (Figure 6-18), enter the requested information and click OK.

File Help
Browse ‘

‘ = | & | a | A ‘ : Customer, IBM Support May Contact 1=
o L Hetwork || ¥ mame

48l calllog | | 4
o ] Administration 1 Phone Number 1

! Alerts | |
o [JFilter Lists 1 ¥ Email —

o= |_]Manual Tools | |
o~ |_| Test Tools |

eService Information

|IBM Common Registration UserlD

Address
! cueue Country ! Region
(& M

Organization

: Oroanizational Unit
| Add ” Delete || 8]34 ” Cancel H Delete |

1]

I Phore Number [A]

Figure 6-18 HMC Service Agent activation wizard (Part 2 of 2)
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6.3.2 Maintenance

To invoke the Service Agent GUI, in WSM, you select Service Applications — Service Agent.
The Service Agent menu (Figure 6-19) shows the two main sections: TASK and STATUS. The
TASK section is where you start and stop the processes, change the function or update the
host name, and access the user interface. The STATUS section informs you about how this
HMC is configured (server/client) and the status of the Service Agent processes.

=¥ Web-based System Manager - /home/hscroot/WebSM.pref: /Management Environment/ehmc75.austin.ibm.com/Service Applications

Console Service Agent  Selecied Miew Window  Help DKD"E
E=EOD|> =
Mavigation Area : Service Applications: Service Agent

H Q Management Enviranment
=] E ehmc7S.austinibm.com
7] Server and Partition
% Systermn Manager Security
7] Switch Management
7] Software Maintenance
7 HMC Management
7] HMC Maintenance
= 7] Serice Applications :
#fl Problem Determination
a Inventory Scout Services
4, Serice Focal Point
E localhostlocaldomain

Service Agent - Hardware Management Consol=

Mare Infarmation

and C

e e e —

Figure 6-19 HMC main menu with Service Agent expanded

86 IBM Electronic Services: Support for Business in an On Demand World



6.3.3 Stopping and restarting a process

You have the flexibility to stop and restart Service Agent on the gateway server.

Stopping Service Agent

When you stop the Service Agent, you end the normal Service Agent daemon processes and
remove the inittab entries. If the SACM is running on this gateway server, it is not stopped
automatically. To stop it, complete these tasks:

1. On the HMC User Interface, select Service Agent Panel.
2. Select Stop Service Agent processes.
3. Select Stop SACM, if appropriate.

Restart Service Agent

After you stop the Service Agent daemons, you restart them on both the gateway server and
the client machines. If the SACM is stopped on the gateway server, you can restart it from the
menu.

The Service Agent menu selections create new inittab entries for the ESS and ODS
daemons, which restart the gateway HMC Service Agent processes. The ODS daemon is
started on a client HMC and automatically starts a SACM process, if present. To restart
Service Agent, follow these steps:

1. On the HMC User Interface, select Service Agent Panel.
2. Select Start Service Agent processes.
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Electronic Service Agent for
Linux on (@server p5 and
pSeries

This chapter provides background and information about the Electronic Service Agent for
Linux on the @server p5 and pSeries platforms. This chapter is intended for pSeries system
administrators who are familiar with, or have a working knowledge of, the Linux distribution for
SuSE Enterprise Server as it pertains to basic operation of pSeries systems. You should also
understand Linux system commands and the System Resource Controller.
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7.1 Electronic Service Agent

This is the first platform to deploy Service Agent for Linux. Your use of Linux in the pSeries
environment is enhanced with Service Agent continuing to submit automatic hardware
problems and monitoring the system inventory.

The following information is from the Electronic Service Agent for Linux User Guide,
SC38-7109. Refer to this user guide for comprehensive text about the topics covered in this
chapter. All the Service Agent GUI help text is taken directly from the user guide.

7.1.1 Overview of Service Agent for Linux on (@server p5 and pSeries

In the overview of the pSeries environment shown in Figure 7-1, you see the client Linux
environment has the potential for stand-alone and gateway configurations. All Service Agent
communication flows through the Service Agent Connection Manager (SACM).

The choices of communication to IBM are either modem or Internet. The automatic problem
submission path and the inventory paths are through secure firewalls into appropriate IBM
databases. You use Electronic Services Web site to view the Service Agent inventory.

Service Agent for Linux on pSeries Overview

i~\i--
Iie t
Linux .‘. Firsusall
Linux SA SACM * \--
\ gateway **
Linux
SA
Client/
Linux SA RETAIN —
gateway ** &y
Ko
IBM Databases: Client can use on the Web:
Call e EED to TESTCASE e Inventory on NavPage

Client D ® SA Inventory
) * VPD to MRPD
Linux * PM/AIX
SA

clients
) Support
Center

§ Dispatch SSR
as appropriate

Notes:
* A Linux SACM can support an unlimited number of Linux Service Agent gateways.

** A Linux Service Agent gateway can support up to 256 Linux Service Agent clients.

Figure 7-1 Linux Series Service Agent overview
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7.1.2 Machine types and models that are eligible for Service Agent

Electronic Service Agent for Linux on pSeries supports SUSE Linux Enterprise Server

(SLES) Version 8 with Service Pack 3 and SLES Version 9. The machines must be under IBM
warranty or maintenance contracts.

7.1.3 Service Agent Connection Manager

The SACM is a stand-alone process that can be configured to communicate with IBM using
an existing Internet connection or modem. This application is installed with the Service Agent
code on the Service Agent gateway. However, it can be installed as stand-alone code on any
supported platform. It may exist in a stand-alone machine and can support multiple Service
Agent gateway connections.

Figure 7-2 shows the features that enable enhanced security and offer the following

advantages:

» Provide firewall support using either a proxy service or provide for traffic to pass through a

Network Address Translation (NAT) device such as a Cisco PIX Firewall
» Provide a single point of exit from the client environment

» Ensure Inter-Enterprise Security (IES) compliance

Master
Gateway

Service Agent

IBM

Connection
[ Manager
Gateway
Intranet DMz

Internet

Figure 7-2 Sample configuration using firewalls and SACM
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7.2 Planning, installation, and activation

Early planning may save you valuable time and should minimize aggravation later.
Understanding your information technology (IT) environment and planning the activation of
the Service Agent application makes your time more efficient and effective.

Figure 7-3 shows an overview of the activation steps.

Linux Service Agent
Activation Flow

Plan your pSeries network

!

Configure and
activate SACM

l

Select and
configure SA
gateway

l

Install and
activate SA client

l

Enroliment
Transaction

Figure 7-3 Linux Service Agent activation flowchart

7.2.1 Planning

Four major components or processes make up the Service Agent application:

» The Electronic Server System (ESS) process runs only on the Service Agent gateway
server or servers. It handles all requests for data input and retrieval from the centralized
database.

» The On Demand Server (ODS) process runs on both the gateway and monitored
machines. It handles all Service Agent monitoring and communication activities for that
host. The ODS retrieves and sends data to the ESS process as necessary.

» Service Agent Connection Manager is a stand-alone process that is configured to
communicate with IBM using an existing Internet connection or modem. It may exist on
any Linux on POWER in your environment and can support multiple Service Agent
gateways concurrently.

» The User Interface or Interfaces is available for both basic or advanced users, via text or
GUL. The Basic User Interface is designed to allow a first-time user to configure the
Service Agent system with as little user input as possible, using predefined defaults for a
single-level network environment. The Advanced User Interface provides advanced
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functions and enables customization of the system as well as configuration for complex
systems and multilevel networks.

Use the following planning checklist to help you through the process.

>

Plan your Service Agent environment to determine the placement and number of Service
Agent gateways and location of monitored machines.

Plan your Service Agent Connection Manager.
— Determine which host is best.

— SACM can be installed on any pSeries Linux host. It does not have to be a Service
Agent gateway.

— SACM can be controlled by a designated master Service Agent gateway.

— Communication to and from the SACM host can pass though secure firewalls.
— SACM can support an unlimited number of gateways.

— A gateway can support up to 256 clients.

Ensure that the administrator who is installing Service Agent has root authority on all
target machines.

If you are on the pSeries platform using POWER4+™ technology, ensure that your Linux
installation is SLES 8.1 SP3 or later.

If you are on the pSeries platform using POWERS5™ technology, ensure that your Linux
installation is at SLES 9.0 or later.

Java is required on all Service Agent machines (SACM, gateway, and client). All supported
Linux on POWER™ distributions come with a version of Java installed by default. Service
Agent is equipped to use the default Java installation.

Install the appropriate IBM Linux Service Aids Toolkit. This toolkit provides the utilities
required to service pSeries systems running IBM supported versions of the Linux
operating system. Service Agent requires you to download the packages from the Linux
Service Aids Toolkit Web site and install them in this order on all Service Agent machines.

librtas

ppc64-utils

Isvpd

IBMinvscout

diagela

System Resource Controller (SRC)

~0 o0 OoT®

You can find more information about the toolkit at:
http://techsupport.services.ibm.com/server/Topdiags
Install IBM diagnostics on every monitored machine.

Make sure the pSeries machine type, model, and serial number are listed with an IBM
RETAIN® database.

Ensure that the gateway server has remote File Transfer Protocol (FTP), SSH, or both
types of capabilities for all monitored machines.

Determine whether you are using an existing Internet connection or modem.

Prepare for e-mail alerts. The host under which the e-mail alert is placed must have e-mail
service available locally or network attached.

Obtain managed systems information. This includes the host name, machine type, model,
serial number, and processor ID. Service Agent attempts to discover the information after
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the host name is provided. If the auto-discovery process is unsuccessful, manually start
the installation.

7.2.2 Installation

Service Agent is comprised of several RPM format packages. Each component needs to be
installed in the correct location. Table 7-1 lists the items to install.

Table 7-1 Linux Service Agent components

Component RPM name

Service Agent Connection Manager svcagent.cm-1.0.0-x.ppc64.rpm

Service Agent Gateway svcagent.server-1.0.0-x.ppc64.rpm
Service Agent Client svcagent.client-1.0.0-x.ppc64.rpm
Service Agent Localized Messages svcagent.msg.<locale>-1.0.0-x.ppc64.rpm

For example: svcagent.msg.en_US-1.0.0-x.ppc64.rpm

Service Agent Help svcagent.help.<locale>-1.0.0-x.ppc64.rpm

For example: svcagent.help.en_US-1.0.0-x.ppc64.rpm

Download Service Agent code from the IBM FTP site to your machine by following these
steps:

1. Log in (or su) to root on a pSeries.
2. To access the tmp directory, type:
cd /tmp
3. Access the FTP site:
ftp ftp.software.ibm.com.

4. Login to the server. For your login name (user ID), type anonymous. For your Login
password, type your e-mail address.

5. Set the file transfer type to binary. Type:
bin

6. Access the path where the Service Agent code is stored. Type:
cd /1inux/service_agent_code/LINUX

7. Retrieve the Service Agent code:
get svcagent_ppclinux.tar

8. Retrieve the Acrobat format of the Service Agent User’s Guide:
get svcUG_ppclinux.pdf

9. End your FTP session:
quit

10.Transfer the file, in binary if necessary, to the machine that you want to be the Service
Agent gateway server.

11.Untar the svcagent_ppclinux.tar file into the directory from which you want to install it.

You have now created an sa directory that contains all of the installp modules.
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The majority of clients choose to install the Service Agent Connection Manager and Service
Agent gateway on the same machine. The following steps illustrate this type of configuration.

1. Install SACM.

a. Log onto your designated Service Agent Connection Manager as root or sign on using
a root-authorized user ID.

b. Change to the tmp directory or the location where you placed the Service Agent
Connection Manager package:

cd /tmp/sa
c. Type the following command:
rpm —i svcagent.cm-1.0.0-x.ppc64.rpm
You have successfully installed Service Agent Connection Manager.
2. Install the Service Agent gateway.

a. Log onto your designated Service Agent gateway as root or sign on using a
root-authorized user ID.

b. Change to the tmp directory or the location where you placed the Service Agent
gateway (server) package.

cd /tmp/sa
c. Install the client package:

rpm —i svcagent.client.1.0.0-x.ppc64.rpm
d. Install the msg package:

rpm —i svcagent.msg.en_US-1.0.0-x.ppc64.rpm
e. Install the help package:

rpm —i svcagent.help.en_US-1.0.0-x.ppc64.rpm
f. Install the server package:

rpm —i svcagent.server.1.0.0-x.ppc64.rpm

The Service Agent processes are not active when the initial installation has completed. You
must configure Service Agent manually after you install the code components.

7.2.3 Activation

Service Agent for Linux is under the control of the SRC. The following steps explain how to
configure your environment using the SRC.

Note: The SRC master daemon (/sbin/srcmstr) should be running. This line should be in
/etc/inittab:src:2345:respawn:/shin/srcmstr.

1. Start SACM.
startsrc -s sacm

2. Configure the gateway system.
/usr/svcagent/bin/sagatewayconfig

3. Accept the Customer License Agreement.

4. The gateway and client processes start on this machine.
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5. To start Service Agent, type:

startsrc -g svcagent

Use the Advanced GUI for test and enrollment transactions.

7.3 Maintenance

Electronic Service Agent has two layers of operational menus: Basic and Advanced.

Basic menu

The Basic menu (Figure 7-4) displays several fields for customer contact information when
you use the GUI for the first time. Complete these fields accurately, since IBM communicates

with your company based on the information in these fields. Incomplete or inaccurate
information delays a response from IBM.

When you complete the eService Information field with an IBM ID, that ID is authorized to
view the Service Agent information on the Electronic Services Web site and use Premium
Search queries.

Electronic Service Agent for pSeries and RS/6000 L1.0.0.2 - |Ellﬂ
File Help
= Metwaork MNETWORK SCREENHELP
Fields with a ! before the titles must be filled out before continuing.
Please Enter the Customer Contact information as required below.
E_; sles Click OK Button to Accept Data.

% CallController

See Service Agent Help for additional details.

mx Connectiontanager (primary)

Customer, IBM Support May Contact

I MName

I Phane Mumber

ﬁ Dialer

& Wachines

@ Enrall

-’-@1 Connect

4 CallLog

1 Email

eService Information

IBEM Commaon Registration LserlD

Address

! Queue Country/ Region

Organization

vl Errorlog

4]

Figure 7-4 Service Agent for Linux: Basic menu

96 IBM Electronic Services: Support for Business in an On Demand World




The Call Log shown in Figure 7-5 displays the results of connections and transmissions to
IBM. By viewing this log during the dialing or initial phase of a connection, real-time updates
are logged. After a connection is made and requests are transmitted, a summary count of the
request types and whether they were transmitted successfully are logged. The summary
counts overlay the description entries made during the connection phase.

Se Metwork
CALLOG information
Communication Status information for active and passive dialer communication is logged below.
See Service Agent Help for additional details.
&l slest
e e e e e e e T S e T e oeT,
4B Caicontroller Start | Description _ | Tre| T Baud| snd | Rev| s%@g_
200408003 16:11:32 | SACM Config Update (Success: 1, Fail: 0); 0 =none= ] 0 =
2004008103 16:19:59 | TEST Connection (Success: 1, Fail: 0, 0|=none= 0 1] ?
200408503 16:22:43 | SACM Config Update (Success: 1, Fail: 0); Oj=none= ] 0 ‘9
=i Connectiondanager (primanyg (|2004/08/03 16:27:20 |Connection refused 0|=none= 0 1] ?
2004/08/03 16:36:09 |Connection refused 1|=none= 0 1] ?
200408503 16:39:49 | SACM Config Update (Success: 1, Fail: 0); 0j=none= ] 0 f
% Dialer 2004008003 16:39:58 TEST Connection (Success: 1, Fail: 0, 2/<none= ] 0 ?
2004508504 16:10:33  |SACM Config Update (Success: 1, Fail: 0); 0j=none= ] 0 f
2004508504 16:10:45 |SACHM Config Update (Success: 1, Fail: 0); 0|=none= 0 1] f
2004/08/04 16:10:50 |SACM Confin Update (Success: 1, Fail: 0); 0/<nane= o o %

s:; Machines F 1

@ Enroll ‘

5@1 Connect ‘

A CallLag ‘

Mk Errarlog ‘

Figure 7-5 Service Agent for Linux: Basic menu calllog
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Advanced menu

The Advanced menu (Figure 7-6) is used anytime after the gateway server host type and
serial number fields are defined. All functions available within the basic interface are a subset
of the functions available in the Advanced interface.

i ] 3]
File Help
= | & | 2 | & || customer, 1BM Support May Contact
A1 Mame
# Calllog |
@ ] Administration ¥ Phone Mumber
I nlerts [1234567
@ [ | Filter Lista ¥ Email
@ | | Marmal Tools [
@ [_JTest Tools
B Test Enail -eSenvice Information
& Test MR g -
IBM Common Registration UserlD
| Address
I Queue Country f Region
[ o]
Organization
Qrganizational Unit
Street
Locality
||| state or Province =
" Add || Delete | | QK || Cancel || Delete

Figure 7-6 Service Agent for Linux: Advanced menu
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7.4 Mixed partition configurations

The pSeries server and Electronic Service Agent can operate with a variety of configurations
using AIX and Linux operating systems. The Service Agents do not communicate to each
other. However, they can share a gateway SACM. Figure 7-7 shows a sample configuration.

pSeries network with Linux and AIX Service Agents

:\iﬂ

SA Gateway

| SACM e
=
HMC

SA GW

..Hg

),.;..

Linux SA
\ gateway RETAIN =
Linux SA A

--
. . clients IBM Databases: Client can use on the Web:

d ' Inventory on NavPage
= = EED to TESTCASE ° ry 9
8= A == ° PM/AIX report
—= Clients == e SA Inventory ° reports

* VVPD to MRPD
. - o PM/AIX
= ==
Al

Call Client

Dispatch SSR
as appropriate

Figure 7-7 pSeries network with Linux and AIX Service Agents
The following samples describe how Service Agents can operate in these configurations.

Linux operating system (OS) environments have the following characteristics:

Linux OS SACM

Linux OS gateways

Hardware problems automatically transmitted to IBM
Hardware inventory collected and transmitted to IBM

vyvyyy

AIX OS environments have the following items characteristics:

AIX OS SACM

AIX OS gateways

Hardware problems automatically transmitted to IBM
Hardware inventory collected and transmitted to IBM
Software inventory collected and transmitted to IBM

v

vvyyy
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Electronic Service Agent for
xSeries

The IBM Electronic Service Agent for xSeries and Netfinity® is automatically shipped with the
xSeries server without additional charge. It monitors events and transmits system inventory
information to IBM. Service Agent has been available on the xSeries platform since 2000 for
the IBM Director environment. It has been available for the stand-alone environment since

2003.
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8.1 Electronic Service Agent V3.1 for xSeries

Electronic Service Agent for xSeries is designed to reduce the downtime of xSeries servers
when a hardware problem occurs or is predicted to occur. Detected hardware failures are sent
immediately to the IBM Support Center. The regular schedule of inventory checks enables
support representatives or client representatives to quickly check the machine’s configuration.

Service Agent is designed to work an all models of the xSeries product line. Support for new
xSeries servers is typically several months after General Availability of the new machines, to
allow for proper testing. The following xSeries Service Agent User Guides have the most
current listing for each release.

» Electronic Service Agent for xSeries User Guide, stand-alone
ftp://ftp.software.ibm.com/pc/pccbbs/pc_servers pdf/esa 3 1 user guide.pdf

» Electronic Service Agent for xSeries User Guide, Director Extension
ftp://ftp.software.ibm.com/pc/pccbbs/pc_servers pdf/esa_de_3_1 user_guide.pdf

Automatic hardware problem detection

Service Agent both detects and generates hardware problem events. The events that Service
Agent detects are known as base events. Service Agent is pre-configured to detect specific
hardware failure base events that are generated by managed systems that are enabled and
enrolled for Service Agent.

Service agent detects the following types of events:
» UMS events

— CIM.Director Agent Events.Fan

— CIM.Director Agent Events.Memory PFA

— CIM.Director Agent Events.PFA

— CIM.Director Agent Events.Power Supply

— CIM.Director Agent Events.Processor PFA

— CIM.Director Agent Events.Server Power Supply
— CIM.Director Agent Events.SMART Drive

— CIM.Director Agent Events.Temperature

» RAID events

— Storage.ServeRAID™ Controller.State.Failed

— Storage.ServeRAID Controller.Logical Drive.State.Critical

— Storage.ServeRAID Controller.Logical Drive.Rebuild.Failed

— Storage.ServeRAID Controller.Logical Drive.Synchronize.Failed

— Storage.ServeRAID Controller.Physical Drive.State.Failed

— Storage.ServeRAID Controller.Physical Drive.PFA Error.Yes

— Storage.ServeRAID Controller.Enclosure.State.Failed

— Storage.ServeRAID Controller.Enclosure.Fan.Failed

— Netfinity Storage.ServeRAID Controller.Enclosure.Power Supply.Failed
— Storage.ServeRAID Controller.Enclosure.Temperature.Failed

» Service processor events

— MPA.Component.Power Subsystem.Over Power
— MPA.Component.Fan.Failed

— MPA.Component.Power Supply.Failed

— MPA.Component.Fan.PFA

— MPA Critical.Hard disk drive

— MPA.Critical.Multiple Fan Failure
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— MPA Critical.Power Failure

— MPA Critical.Power Failure.Failed

— MPA.Critical. Temperature

— MPA Critical.Voltage

— MPA Critical.Voltage regulator module failure
— MPA.Environmental. Temperature

— MPA.Environmental.Voltage

— MPA.Non-critical.Single Fan Failure

— MPA.System.PFA

Machine inventory collection

The inventory function of Service Agent for xSeries collects system information about
memory, hard disk drives or RAID drives, peripheral component interconnect (PCI) adapters,
communication information, and environments, such as power, fan and temperature. You can
view machine inventory at the following Web site, using your IBM ID for authentication:

https://www.ibm.com/support/electronic

8.1.1 Stand-alone environment

The stand-alone environment on the xSeries platform (see Figure 8-1) has the ability to work
with any system management tool. The Service Agent has all the modules needed to monitor,
gather, and report events and inventory. Version 3.1 includes the following features:

» Secure Internet access to IBM via the Hypertext Transfer Protocol Secure (HTTPS)
» Restricted use of Service Agent to users with Windows Administrative rights

» Access via Service Agent to IBM through an authenticating proxy

» Easy installation and configuration via wizards

» New history panel with historical details of significant system events, including enrollment
history, inventory history, and Problem Management Record (PMR) history

» Extensions to Service Agent’s major functions that enables other system to submit
problems and inventory to IBM

» Windows 2003 support for Internet connection only
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Gateway Server

Service Agent

DF/DT

Service Agent

DC

%/ IBM

e DC component is installed on each managed system
—Runs as a Windows service
—DC will multicast its address to be found by DF/DT
e DF/DT component loaded by user on designated
Gateway machine
—DF/DT is configured with customer info by user
=DF/DT listens for multicast messages from DCs,
responds with its IP address to establish
communications

e DF/DT communicates back to IBM through Internet

or modem

Manageq System

Manageq System

Service Agent

DC

Service Agent

DC

Manageq System

Service Agent

DC

DF/DT = Data Formation/Data Transmission
DC = Data Collection

Figure 8-1 Stand-alone overview

8.1.2 IBM Director Extension

Service Agent is an extension to IBM Director management application. Install Service Agent
on your IBM Director Central Management Server as shown in Figure 8-2. You do not need to
install Service Agent on each of your managed systems.

This agent monitors your xSeries and Netfinity servers for hardware errors. Hardware errors
that meet certain criteria for criticality are reported to IBM. Service Agent also administers
hardware and software inventory collections, and reports inventory changes to IBM. All
information is transmitted via secure link and stored in a secure IBM database.

The information technology (IT) administrator should have a working knowledge of IBM
Director when working with Service Agent. If a deeper knowledge of IBM Director is required,
refer to:

http://www-1.ibm.com/servers/eserver/xseries/systems_management/director_4.html

The features for Service Agent V3.1 are:

» Support for IBM Director Versions 4.11 and 4.12
» Windows 2003 operating system support (Internet only)
» Support for an extended number of managed system (server) models
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IBM Director Server

| == oM
Service Agent

o Director monitors systems on customer network
e Service Agent is installed as a Director plug-in
e Service Agent mines Director database for machine

information and events
e Service Agent can transmit inventory data and error

Director
Database

) events through Internet or modem!
Director
Agent
Manageq System Manageq System Manageq System
Director Director Director
Agent Agent Agent

Figure 8-2 IBM Director Extension view

8.2 Stand-alone: Planning, installation, and activation

The Service Agent code is available for download from this Web site:
http://www.pc.ibm.com/qtechinfo/MIGR-40870.html
Note: Service Agent automatically detects if it is being installed in a stand-alone or an IBM

Director environment. If it is in an IBM Director environment, the user must ensure that
Service Agent is installed on the IBM Director Management Server.

Figure 8-3 shows the general task flow of the Service Agent installation and activation
process.

xSeries Standalone Activation Flow

Plan your xSeries Network

SA Reboot . .
Installation - COW%;rradtlon
Wizard
Test Message
to IBM

Figure 8-3 Stand-alone activation flowchart
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8.2.1 Planning

Early planning can save you valuable time and prevent confusion and delays later.
Understanding how to set up the Service Agent application to best cover your IT environment
should make the experience much more effective.

The following list gives you the basic items to consider and assist in your decision making.

» Ensure that the person who is installing Service Agent has Windows Administrative
authority.

» Ensure that the gateway machine and all monitored servers are under warranty or an IBM
Service agreement.

» Ensure that you supplied accurate contact information when configuring Service Agent.

» Configure the location details of your gateway and managed systems accurately. If you
record your gateway location details incorrectly, IBM service delivery is delayed. Similarly,
if you record your managed systems’ location details incorrectly, IBM service
representatives are not dispatched to the correct site.

» Install the gateway machine before you install the Data Collectors.
Table 8-1 lists the system requirements to consider for the stand-alone system.

Table 8-1 System requirements for a stand-alone environment

Operating system » Windows 2000 with Service Pack 3 (SP3): Dial-up and Internet
connections

» Windows 2000 Server SP3: Dial-up and Internet connections

» Windows 2000 Advanced Server SP3: Dial-up and Internet
connections

» Windows 2000 Datacenter Server SP3: Dial-up and Internet
connections

» Windows 2003 Server Enterprise Edition: Internet connection only
» Windows 2003 Datacenter Edition: Internet connection only

Microprocessor x86 (Pentium® or higher)
Hard disk space 110 MB available. The gateway requires 100 MB, plus 10 MB per Data
Collector

Modem or Internet access | Required for gateway machine

Monitor Super VGA monitor with the screen resolution set at 800x600
(minimum), small font setting and 256 colors
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8.2.2 Installation

The installation wizard leads you through the installation process, beginning with the window
shown in Figure 8-4.

Note: You must install and configure the gateway before you restart Windows.

1. In the first wizard window that opens, select your installation type. In this example, we
select Gateway. Click Next.

% IBM Electronic Service Agent (tm} _ i

Electronic Service Agent gathers in@ntow and error infarmation abaut vour
system. The information is sent to an IEM service center and stored there where
itizs availahle toyou and the IBM suppoart staff.

Electronic Service Agent supports two types of system installations: 1) a system
wwhich simply collects data 20 a gateway systerm which collects data and
communicates with IBM. Generally, there is only one systerm which
cammunicates with IBM per site and it should be installed first. For this type of
system select Gateway. For all other systemns, select Data Collection.

Select Installation Type:
" Data Collection
[l i

Installshield

Figure 8-4 Stand-alone installation wizard

2. In the next window, select the preferred language to view the Service Agent license
agreement from the drop-down list. Click Next.
Select the option to accept the terms of the agreement. Click Next.

4. The next window prompts you to specify the directory placement of the Service Agent
code. Accept the default or select Browse for a new location. After you specify a location,
click Next.

5. The next window confirms your directory selection. If you agree, click Next.

Installation Wizard begins to install Service Agent. The wizard shows a window with a
progress bar so you can see the progress of the installation.
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7. When Service Agent is installed in the directory that you indicated, the system restart
window (Figure 8-5) displays. It indicates that a restart is needed to configure. Click Next
to begin the restart.

The systerm must be restarted sathat Service Agent can ohtaininfarmation
necessary for configuration.

Bzl Shield

= Ba:zk | Mext = | Cancel

Figure 8-5 End of installation wizard

8. After the system restarts, the installation process begins the configuration program. You
see the System Status panel of the configuration program where you can either configure
the gateway or cancel the configuration program and do that task at another time.

Note: You are not able to configure data collection systems if the gateway machine is
not properly configured.

9. To continue installation on the rest of the machines in your enterprise, run the installation
wizard for each machine. This time select Data Collection on the first wizard window
(Figure 8-4). Continue your selections and restart at the end of each installation.
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10.After the installation is complete on the last (or only) machine, you see the System Status
panel (Figure 8-6) of the configurator program. Select Automatically detect Gateway
System to have the Data Collector configure itself, if the Data Collector is on the same
network as the gateway. If the Data Collector is on a separate network, select the Manual
option. Select Next.

%% IBM Electronic Service Agent {tm) o : - 10| x|

The recommended procedure is to allow a Data Collection system to
automatically detect 3 Gateway system. If necessaryyou can manually enter port
and address information.

% Automatically detect Gateway systern.

= Manually enter port and network infarmation.

InstallEhield

<Back | Meds | Cancel

Figure 8-6 Data collection configuration panel

11.When the task is completed, you see a completion display (Figure 8-7). To close the
wizard, click Finish.

2 Electronic Service Agent{tm} =]

Electronic Serice Agent has now been installed on this systermn.

The InstallShield Wizard has successfully installed IBM Electronic Service Agent
Yersion 3.1. Chease Finish to exit the wizard.

In=tallEhield

= Back Mest = FlmSh

Figure 8-7 Service Agent configuration completion window
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8.2.3 Upgrade information

To upgrade an existing Service Agent, follow these steps:
1. Download the new Service Agent files.

2. Install Service Agent V3.1 on your gateway. You must upgrade the gateway before you
upgrade the Data Collectors.

A down-level gateway cannot handle transactions for the new release, but a current
gateway can handle down-level Data Collector transactions.

3. Invoke the installation wizard. It detects that you have an existing Service Agent.

4. Continue through the wizard until you see the panel (Figure 8-5 on page 108) that
indicates a restart is needed.

8.2.4 Configuration and maintenance

The Service Agent Configuration Manager provides the user-controlled functions of Service
Agent. These functions allow the ability to perform such actions as naming the callback
contact and identifying where a monitored machine is located. If all monitored machines are
located in one subnet, have the same call back contact, and are in the same physical location,
only the gateway needs to be configured, since all monitored machines default to inheriting
the gateway configuration.

If any monitored machines have different Service Agent configurations, such as being located
in a different location than the gateway, the Configuration Manager must be run on the
monitored machine. Service Agent configuration contains the following information:

» System Status: Reports the current status of Service Agent and allows you to start and
stop it

Company: Contains information about your company

Contact: Contains information about who is responsible for this system

Location: Describes where this system is located

Communications: Contains information about the network setup

Advanced: Helps you define who can view the data

History: Provides historical details about significant system events

General: Shows system details, “about” information, and legal notices

vVVvyVYyVvYVYYvYYyY

Figure 8-8 shows the Windows location of Service Agent Manager.

éi@ Wwindows Lpdate

Programs ACCEssOriEs r

— Morton Antiwirus Corporate Edition *

Documents 4 ODEC 2

s g
4 @ esalManager

Zettings

Electronic Service Agent
@ Search ’ ¥

Figure 8-8 Windows location of Service Agent Manager main menu
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Figure 8-9 shows the Main menu view of Service Agent Manager. There are four main
sections with multiple tab selections in each section.

By Electronic Service Agent{tm) Configuration Setup

Figure 8-9 Service Agent Manager main menu
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On the Advanced tab (Figure 8-10), you can register two IBM IDs to view the Service Agent
inventory information and to use that information during Premium Search queries.

HecironiEsenacestigent{inmConfigurationsennp) J Jj
System Mame: ALLEMPC Serial Mumber.  78WACYL
Machine Type-Model: 2647-CLA

System Role: Data Collection & Gateway

Authorize Weh Users

UseriD1

System Status Compan\;] Contact] Location | Communications  Advanced ] History] General

IEM provides aweb site where you can view details of the systermns you hawe enabled for Electronic Semices. To autharize users to
access this information, enter ane or two IBM Common Registration user |IDs. Please see the Lser's Guide for mare infarmation.

|user1 @mycampany.com

User|D 2

|user2@mvcompany.com

Toview details of the systems and to perform further user ID maintenance, please visit

hitp: . ibm. cotmis uppotielactranic

Figure 8-10 Electronic Service Agent for xSeries: Advanced tab

The History tab (Figure 8-11) provides historical details about significant system events, such
as enrollment history, inventory history, and Problem Management Report (PMR) history.

Bg Electronic Service Agent{tm) Configuration Setup

oI

Systern Mame: ZAPPA
Machine Type-Model: 8681-BRY

Serial Mumber: 23078910

Systemn Role: Data Callection & Gateway

Systermn Status CompanleontactlLocation Communications | Advanced

“Enroll "

Last Sent to Gateway: Tue May 18 10:20:49 PDT 2004

Enrallment ID: F8000A22

I nt,
¥

Last Sent to Gateway: Tue Jul1311:58:11 PDT 2004

Last Collected: Tue Jul 13 11:57:53 PDT 2004

~PMR

Last Sentto IE: Tue May 18 10:21:36 PDT 2004

FS959QF
FPMR Generated by Data Collector: FE000AZZ

FPMR Mumber:

Details

“Alert Data™

AledType: 1

SalSystermnld: fho63d6ecd-f1aBa21

Severity: 4

Machine Name: ZAPPA

Abstract Text: TESTT - esaTestEvent.ex process created

ok | oy | cancel | He |

Figure 8-11 Service Agent menu: History tab
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The items on the History tab include:

»

Enroliment

— Last Sent to gateway is the locale-sensitive time stamp of when the enroliment status
was sent to the Service Data Receiver (SDR), the facility on the IBM server that
receives messages from Service Agent.

— Enroliment ID is the ID with which the Service Agent is enrolled with IBM.
Inventory

— Last Sent to gateway is the locale-sensitive time stamp of when the inventory status
was last sent to IBM.

— Last Collected is the locale-sensitive time stamp of when the inventory was collected.
PMR

— Last Sent to IBM is the locale-sensitive time stamp of when a PMR was last sent to
IBM.

— PMR Number is an identifying number from IBM for the last submitted PMR. Give this
number to the IBM Support Representative when calling IBM about a problem.

— PMR Generated by Data Collector is the number of the system that generated the
PMR. In most cases, the number is the same as the number that appears in the
message System is enrolled as nnnnnnnn when you enroll a machine with the SDR.
However, if a system is generating PMRs on behalf of another system, this number can
be different from the number of the system you are on.

— Details of the last submitted PMR is only available on the gateway User Interface and is
not translated.

8.2.5 Uninstall process

Before you uninstall Service Agent, be sure that your machine is not a gateway being used by
one or more Data Collectors. Uninstalling the program disables Service Agent on those
machines.

To uninstall Service Agent, use the Windows Add/Remove programs function:

1.
2.
3.

From your Windows desktop, select Start —Control Panel.
In the Control Panel window, select Add/Remove Programs.

In the Add/Remove Programs window, select IBM Director Agent and click Remove. You
must remove this program first.

In the same window, select IBM Electronic Service Agent and click Remove.
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8.3 Director Extension: Planning, installation, and activation

Figure 8-12 shows the activation process overview for the Service Agent in the Director
Extension environment.

xSeries Director Extension
Activation Flow

Plan your xSeries network
including IBM Director
Environment

!

Install SA on the
Central Management
Server

'

Configuration
Wizard

'

Enroll and enable in
the Targeted Notebook
(For each Managed System)

'

Enroliment
Transaction

Figure 8-12 Director Extension activation flow

8.3.1 Planning

Early planning may save you valuable time and prevent errors later. Understanding how to set
up the Service Agent application to best cover your IT environment should make the use of
Service Agent much more effective.

Consider the following basic items to assist in your decision making.

>

>

Check to see that your systems are supported.

Service Agent Version 3.1 is an extension to IBM Director Version 4.11 or 4.12 systems
management application.

IBM Director Version 4.11 or 4.12 is a prerequisite to install Service Agent V3.1. But first,
ensure that your network’s Central Management Server, Management Console, and
managed systems are configured with the correct processor speed and adequate
amounts of free disk space, virtual memory, and RAM. Refer to your IBM Director version
4.11 or 4.12 user documentation for detailed system requirements.

You must have a SupportLine contract (or similar contract) for IBM Director and Service
Agent support.

Ensure that the latest drivers are installed on the hardware.

If using a modem for communicating with IBM, ensure that your IBM Director Central
Management Server has access to a modem that is capable of dialing and making a
connection at a minimum of 56 Kbps.
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If your Central Management Server is running Windows 2000 Server or later, or Advanced
Server with Service pack 2, any modem that you install is automatically configured for
Routing and Remote Access Service (RRAS).

Install the IBM Director Management Server component on your Central Management
Server. When you install the IBM Director Management Server, the IBM Director
Management Console and IBM Director Agent are also installed. Ensure that you select
Director Extension in the Director Agent Configuration display.

Install the IBM Director Agent on each of your managed systems.

If you upgrade from Electronic Service Agent V3.0, then you must also upgrade the
version of IBM Director that is running on your Central Management Server and Remote
Director Management Consoles to Version 4.11 or 4.12. Electronic Service Agent Version
3.1 can be used in conjunction only with IBM Director Version 4.11 or 4.12.

8.3.2 Upgrading from older versions of Service Agent and Director Extension

To upgrade Service Agent V2.1 or V3.0 to V3.1, you must first upgrade IBM Director to
Version 4.11 or 4.12. Service Agent Version 3.1 can be used in conjunction only with IBM
Director Version 4.11 or 4.12.

1.

Double-click your setup.exe file to run the setup program and begin the installation
process.

In the Language Option window, select the language option that you want to use. Click
OK.

The Question window informs you that the current installation program has detected an
existing version of Service Agent. Click Yes to update the existing version.

4. In the Electronic Service Agent Setup window, click Next to continue.

5. In the next window, if you accept the terms and conditions of the License Agreement, click

7.
8.
9.

Yes.

In the following window, if you accept the terms and conditions of the Communications
Charges Agreement, click Yes.

In the Question window, click Yes to view the README file, and then click Next.
In the Information window, click OK.

In the Setup Complete window, select Yes to restart your system now.

10.Click Finish to complete the installation.

8.3.3 Installation, configuration, and activation

To install Service Agent on your IBM Director Central Management Server, follow these steps:

1.

Double-click your setup.exe file to run the setup program and begin the installation
process.

In the Language Option window, select the language option that you want to use. Click
OK.

3. In the Electronic Service Agent Setup window, click Next to continue.

4. In the next window, if you accept the terms and conditions of the License Agreement, click

Yes.

In the following window, if you accept the terms and conditions of the Communications
Charges Agreement, click Yes.

In the Question window, click Yes to view the README file, and then click Next.
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7. In the Setup Complete window, select Yes to restart your system now.

8. Click Finish to complete the installation.

After you install Service Agent, you must configure several settings before you can use it to
monitor your managed systems and perform any other administrative tasks. The
Configuration Wizard leads you step-by-step through the configuration process.

To launch the Configuration Wizard, follow these steps:

1. Start IBM Director.

2. In the Tasks list (Figure 8-13), double-click the Electronic Service task.

Tasks
B Active PCl Manager
B AssetlD
B[] BladeCenter Assistant
B-g5 Capacity Manager
[E ¢ IM Browser
%ﬁ Configure Alert Standard Format
Configure SHMP Agent
[E=] DMl Browser

&5 Electronic Service

B {5¥ Eveni Action Plans
Figure 8-13 IBM Director Task menu

3. The Service Agent Configuration Wizard opens as shown in Figure 8-14. Click Next.

i Electronic Service Aigent Setup Wizard = Il:llil

1 hIS wizard wlll RElpyoU cOntidure EleCctronic Serce Adent Detare use.
You can change the configuration later if reguired.

Far more informatian about Electronic Serice press Help., To continue
with configuration prass Moxt =

Mext ~ Cancel -elp

[

Figure 8-14 Service Agent configuration wizard

4. Select the country (region) in which the Central Management server is located. Click Next.
5. Select Modem or Internet connection. Then click Next.
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6. Depending on your communication selection, the next screens configure modem or
Internet connections. Click Next when you are done.

7. Complete your Company information fields of name, phone, and e-mail. Click Next.
8. Complete the Company contact information fields of name, phone and e-mail. Click Next.

9. Complete the machine location information fields of building, floor, office, city, postal code,
state, or province. Click Next.

10.Automatic Upgrade selection configures Service Agent to download and apply program
updates automatically when they are available. This check box is enabled by default.
Deselect it if you do not want this feature. Click Next.

11.When you complete the wizard, you see the Finish Configuration window (Figure 8-15).
Click Finish.

Eg Electronic Service Agent Setup Wizard - |EI|5|

You have completed the required canfiguration for Electronic Service
Agent.

Press Finish'to save your settings and open the configuration
notehook where you can review and moadify your settings, and add
muore Contacts or Locations if required.

Ifyou need to change these settings in future, double click on the
Electranic Service'taskin the Tasks' pane to open the Electronics
Service canfiguration notebook.

= Back

Cancel Help

Figure 8-15 Wizard completion panel

The untargeted Service Agent Configuration Notebook is automatically displayed. Service
Agent is now ready for you to perform administrative tasks.

After you properly install and configure Service Agent, you must enable and enroll each of
your managed systems for Service before the agent can perform information-gathering
operations and send Service Requests to IBM.

To enable one or more managed systems for Service Agent, follow these steps:

1. Open the targeted Electronic Service Agent Configuration Notebook. Launch the
Electronic Service Task that is targeted at an individual managed system, group of
managed systems, or multiple selected managed systems.

2. Open the System page.
3. Select Enable for Electronic Service. Click Apply or click OK to close the System page.
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To enroll a managed system for Service Agent and complete an enroliment transaction, follow
these steps:

1. Open the single targeted Electronic Service Agent Configuration Notebook. Launch the
Electronic Service Task that is targeted at a single managed system.

2. Open the Test page.
3. Click Enroll System.

4. Wait for the Enroll System Test window to confirm that the transaction has been successful
or follow the on-screen instructions. Click OK to close the Test page.

8.3.4 Maintenance

The Service Agent main menu is found under two possible locations, untargeted or targeted
notebooks, in the Director Extension environment. They are launched from the IBM Director
Console. Refer to your IBM Director online help for more information about using the IBM
Director Console.

The Untargeted Notebook menu shown in Figure 8-16 shows several tab options.

Fa Electronic Service Auenl Cunfliguralion i et =10l =l

CDmpanYIContactsl anatinnsl Communicationl Eichedulerl In\-entur\,n'l Updatesl.&dvancedl

Compary [TEST LOGIC

Country or Region JURITED STATES I
Telephone 1234567580

Estension l2‘34—

email fest@ibm.com

Enterpriae ar EC| D EST

Cancel | Help |

= rean

Figure 8-16 Untargeted Service Agent Main Menu
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For example, on the untargeted menu, under the Advanced tab (Figure 8-17), you can
register IBM IDs to view the Service Agent information and use in Premium Search queries.

B Electronic Service Agent Configuration

Company | Contacts | Locations | Communication | Scheduler | Inventory | Updates ;.

—Authorize Weh Users

1B provides aweb site where yau can view details ofthe systerns you have enabled far
Electronic Services. To authorise users to access this informatiaon, enter one or two 1BM
Comman Registration user [Ds.

User ID(s) | |

Mo Autharization regquests have been sent.

Toview details of the systerms and to perform further user ID maintenance, please visit
hitpitanine. ibim.comisupporfelectronic

(o]’ | Apply | Cancel | Help |

Figure 8-17 Director Extension Service Agent menu: Advanced tab

The targeted menu can be displayed for these configurations:

» Single targeted: Select a single managed system
» Multi-targeted: Select two or more managed systems
» Group targeted: Select a group of managed systems
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The Targeted Notebook menu (Figure 8-18) has tabs for System, Services, Contact/Location,
History, and Test (for use in single-targeted mode only).

P Electronic Service Agent Configuration: YAPPA

Mame: YAFPA

Machine Type: 0664

Maodel:

Serial Mumber:  23m1249

Systern enralled: Mo

[ Enable for Electronic Service

0K | Al | Cancel | Help |

T ey

Figure 8-18 Targeted Service Agent Main Menu

8.3.5 Uninstall process

To permanently remove Service Agent from your server, use your administrator console:

1.
2.
3.

From the Windows desktop, click Start —Control Panel.
In the Control Panel window, select Add/Remove Programs.

In the Add or Remove Programs window, select Electronic Service Agent for xSeries
and Netfinity Version 3.1. Click Add/Remove.

In the Language Selection window, select the language of your choice from the pull-down
list, and click OK.

In the Add or Remove Programs window, select Electronic Service Agent for xSeries
and Netfinity Version 3.1 - Director Extension. Click Add/Remove.

In the Language Selection window, select the language of your choice from the pull-down
list, and click OK.

In the Question window, click Yes to restart your computer now or No to restart your
computer later. Then click OK.

On the Setup window, click Finish.
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Electronic Service Agent for
zSeries

The IBM Electronic Service Agent for zSeries is automatically shipped with thezSeries server
without additional charge. It is designed to monitor events and transmit system inventory
information to IBM. Service Agent has been available on the zSeries or S/390 platform since
1992 under the name Service Director and as Service Agent since 2000.

This chapter is intended for zSeries and S/390 system software administrators and support
staff who are responsible for the installation, configuration, and activation of Electronic
Service Agent for zSeries and S/390.
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9.1 Electronic Service Agent V3.0 for zSeries

Electronic Service Agent for zSeries is designed to reduce the downtime of IBM input/output
(1/0) devices when a hardware problem occurs or is predicted to occur. Detected /0
hardware failures are sent immediately to the IBM Support Center.

Service Agent is also designed to transmit, on a scheduled basis, performance and service
inventories to IBM. This information allows IBM support or authorized client representatives to
obtain and view necessary information. Service Agent for zSeriesV1R2 is designed to work
with S/390 Version 2.10 through z/OS Version V1.1 or higher.

Figure 9-1 shows a sample environment.

0S/390 Operating System Customer and
Service Agent Data SSR Re"]ﬁirfsair;'ces
Collection Component - =) -
1 1/O Errors and Ve Q Zﬁ-i_
Statistical Sys1.Logrec EI
Collection AN
IBM
RETAIN Electronic
Services
Performance
Measurement SMF IGN TCP/IP
Data Collection Datasets (Only)
Software and .
PTF Data SMPJE CSI Enabl.e and Transmlt
Collection Configure Information
IZI FTP Data Analysis SRS Agent
S Analysis
and Filtering
3 | Component
e —
HMC Hard Dri
Hardware Management Console

Figure 9-1 Service Agent for zSeries overview

9.1.1 Features and functions
The Service Agent for zSeries V1R2 includes the following features:
» Secure Internet access to IBM via Hypertext Transfer Protocol Secure (HTTPS)
» Electronic Service Agent access to IBM through an authenticating proxy
» Easy Hardware Management Console (HMC) configuration via wizards and windows

» Reporting of hardware problems and direct access storage device (DASD) and tape error
data

» Automatic references to IBM Technical Support Knowledge Base System for additional fix
information

» Notification to Support Center with problem report and extended information
» Media Maintenance reports for the IBM Support community to review
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» Inventory collections:

— Hardware I/O errors

— Installed software and program temporary fixes (PTFs)

— System Management Facilities (SMF) performance records for Performance
Management for S/390 (PM/390) offering

» Periodic “heartbeat” to IBM

The hardware events that are captured include DASD errors and tape volume errors. The
automatic problem reporting prevents hard crashes and extended down time in the account.
Media maintenance recommendations are produced when Service Agent examines tape
media and tape drives to determine if the media or drives are having a problem.

The Service Agent uses historical data and proprietary algorithms to determine if media
should be replaced. Media recommended for replacement is highlighted on the Media
Maintenance display that is visible to the IBM Support community. Replacing this media can
prevent a hard fail and loss of time.

The machine inventory collection function of Service Agent for zSeries uses your specified
System Modification Program Extended (SMP/E) Consolidated Software Inventory (CSI)
inventories to collect the information. Inventory information is similar for DASD, tape drive,
Enterprise System Connection Director (ESCON®), and software. Software inventory can be
viewed by IBM support staff on an internal site. Authorized users can view it at the following
Web site, using the IBM ID as authentication:

https://www.ibm.com/support/electronic

Activating and sending SMF performance data enables the Performance Management
offering. For further information about all Performance Management offerings, see Chapter 4,
“On demand use of Service Agent information” on page 33.

The following zSeries documents provide more detailed information:

» SMP/E V3R3.0 for z/OS and OS5/390: Messages, Codes and Diagnosis, GA22-7770

» Electronic Service Agent for zSeries and 5/390 V1R2 LPS , GA38-0956

» MVS™ System Management Facilities (SMF), GC28-1753

0S5/390 MVS JCL Reference, GC28-1757

0S5/390 MVS JCL User's Guide, GC28-1758

S5/390 Hardware Management Console Operations Guide, Application Version 1.4
GC38-0459

» SMP/E for z/OS and 0S/390: Commands, SA22-7771
» SMPJE for z/OS and OS/390: Reference, SA22-7772
» SMP/E for z/0OS and OS/390: User’s Guide, SA22-7773
» 0S/390 MVS Initialization and Tuning Reference, SC28-1752
» 0S/390 UNIX System Services User’s Guide, SC28-1891
» (0S/390 Resources Measurement Facility (RMF) User’s Guide, SC28-1949
» 0S/390 Internet Library
http://www.ibm.com/servers/s390/0s390/bkserv/
» Zz/OS Internet Library

http://www-1.ibm.com/servers/eserver/zseries/zos/bkserv/

v Vv

v
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9.2 Planning

Early planning may save you valuable time and prevent
aggravation later. Understanding your information technology
(IT) environment and planning the installation and activation
of Service Agent application is the best way to make your
configuration and activation tasks more efficient and
effective. Figure 9-2 provides an overview of the steps
needed in activation.

The user guide recommends that you enable and activate
Service Agent in a phased approach. Specific steps that
enable a smooth transition are included in the user guide.
The information in this section summarizes that information.

You must consider three data types for inventory collection:

» Hardware data should be collected for each instance of a
LOGREC data set.

» Software inventory and service (PTFs) data can be
collected from any system that has addressability to the
SMP/E CSI that contains information about the installed
products and service on the system.

» Performance data collection should be enabled for
systems for which you want to receive graphical reports
regarding resource contention and resources
approaching maximum capacity.

Personnel responsible for installing and configuring the
Service Agent for hardware data collection and reporting
should be familiar with or have a working knowledge of:

zSeries and S/390 architectures

MVS system commands

SMP/E installation skills

SMP/E CSI structure

UNIX® System Services environment
Local RMF™ data gathering procedures
Program Directory and listed prerequisites

vVVvyVvYyVvYyYVvYYyvYyyYy

The zSeries environment is complex. Ensure that all items in the following list are considered

in the planing process for Service Agent activation.

Service Agent for zSeries

Activation Flow

Plan your zSeries SA
environment and

select HW, SW and/or PM/390

!

Order SA media to
match your
network

l

Enable HMC using
Console Action
Menu

|

Apply SA code to
appropriate images

!

Registration
Transaction

Figure 9-2 Service Agent for
zSeries activation flowchart

» The systems programmer must have the correct authority to place Service Agent on the

images.

» Plan the Service Agent elements that you are going to activate: hardware, software and

performance management.

» Ensure that the HMC is at the most current level.

» Ensure that there is a local area network (LAN) connection between the HMC and zSeries

image.

The focal point HMC needs to be LAN accessible from all OS/390 or z/OS system images

where Service Agent is installed to perform information collection and transmission.

v
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» Ensure that your zSeries system is at least on OS/390 V2.10, z/OS V1.1 or later, or z/OSe
V1R3 or later, with the current maintenance installed.

» Ensure that the Java product level is IBM Developer Kit for OS/390, Java 2 Technology
Edition V1.3 or later with current maintenance installed.

» Order the correct media for your operating system level. Service Agent for zSeries code is
ordered as a stand-alone program product or with one of the following package offerings in
one of four media (6250 tape, 3480 cartridge, 3590 cartridge, or 4mm cartridge):

5751-CS3 MVS Custom-Built PDO (CBPDO)
5751-CS4 IBM systemPac/MVS

5751-CS5 IBM ProductPac®/MVS
5751-CS9 ServerPac

» Ensure that there is a minimum of 128 MB of memory for Service Agent on the z/OS
platform.

— HESEVEM Task: Requires 2 MB of memory
— HESSCAN Task: Requires a minimum of 128 MB of memory
— HESRDLOG Task: Requires 2 MB of memory

» DFSORT™ or OEM equivalent is required only if performance data collection is enabled.

Table 9-1 provides a comprehensive list of components that are related to the Service Agent
activation.

Table 9-1 Component list

Different components related to Service Agent Hardware Software inventory PM/390
reporting collection prerequisites
prerequisites | prerequisites

0S: 0S/390 2.10, z/OS 1.0, z/OSe 1.3 or later X X X

LAN connection between HMC and host via TCP/IP X X X

Installation of Service Agent on host system using X X X

SMP/E

Activation of Service Agent on HMC X X X

HMC console: X X X

HMC Driver 26+MCL or >=Driver 38
Modem setup asynchronous (TCP/IP)

TCP/IP with File Transfer Protocol (FTP) enabled; X X X
Security Server or equivalent independent software
vendor (ISV) product

IBM Java 2 Enterprise Edition with JDK 1.3.x and 1.4.x X X
Unix System Services enabled and activated X X
ISPF/PDF: Invoke Service Agent window to define X X

SMP/E CSI & PM zSeries collection frequency and
output definition

RMF or equivalent ISV product X

DF/SORT or equivalent ISV product X
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9.3 HMC activation

Note: The following steps are for Service Agent processes. They do not have any
relationship to the focal point HMC reporting errors on processors.

To activate the HMC Service Agent, follow these steps:
1. Log on as ASCADMIN.
2. The HMC menu (Figure 9-3) opens. In the upper pane, select Console Actions.

3. Now the HMC menu displays options in the Console Actions Work Area (bottom area in
Figure 9-3). Select Hardware Management Console Settings.

Yiews
= A BN
Groups  Exceptions  Active Task Books

Tasks Lisk

Console Actions Work Area

View SavelHestore Customize Yiew Customize User -
Console Customizable Console Console Automatic Profiles
Service History Console Data Date/Time Information Logon

—_ e =

T3 L e=gh 213 (i
Custormize Customize Hardware Enabile Remole Support
User Controls Product Management Hardware Management Telephone
Engineering Access Console Console Services Queue
Sellings =
B q:” =L A =
=1l i == L e
ga W & . BE -
Transmit Domain SHHP Hetwork  Enable Electronic Log off
Console Security Cenfiguration Diagnostic Service Agent
Service Data Information for z5eries

Figure 9-3 HMC menu

4. A pop-up window opens on the HMC menu and displays an IP address. Record the
address. You need this address to complete a field in the Service Agent collection
attributes. Then click the upper left corner and select Close to close this pop-up window.

5. In the Console Actions Work Area (Figure 9-3), select Enable Electronic Service Agent
for zSeries.

6. The Service Agent License Agreement window (Figure 9-4) opens. To continue with the
Service Agent activation process, page through the agreement and select | AGREE.
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Page Down Key to view all the text and then select either the "Agree" or
"Disagree/Discontinue" button following this text.

Accepted by: ACSADMIN on: 01-06-2003

Electronic Service Agent License Agreement 7| £l

Please review the Electronic Service Agent for zSeries and $/390 License Agreement. Use the

Part 1 - General Terms

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE USING THE PROGRAM. IBM WILL
LICENSE THE PROGRAM TO YOU OHLY IF ¥OU FIRST ACCEPT THE TERMS OF THIS

AGREEMENT. REGARDLESS OF HOW YOU ACQUIRE THE PROGRAM (ELECTRONICALLY,
PRELOADED, ON MEDIA OR OTHERWISE), BY USING IT YOU AGREE TO THESE TERMS.

The Program is owned by International Business Machines Corporation or one of its
subsidiaries (IBM) or an IBM supplier, and is copyrighted and licensed, not sold.

The term "Program"” means the original program and all whole or partial copies of it. A
Program consists of machine-readable instructions, its components, data, audio-visual
content (such as images, text, recordings, or pictures), and related licensed materials.
The term “"Program” includes an IBM Program and any non-IBM Program that IBM may

provide to you.

=

|

Figure 9-4 Service Agent for zSeries: License window

7. Inthe next window (Figure 9-5), customer contact information is used to register this HMC
with Service Agent and IBM. IBM uses this information to communicate regarding service

requests. Change or correct any of the customer information as necessary. Click

Continue.

Electronic Service Agenf License Agreement [z = |

This is the information that will be processed during the registration of
Electronic Service Agent. Please verify that the variable customer data
below is complete.

Electronic Service ID:
Branch Humber: 057
Service Branch Office: 057
Region Number: 019
Country Humber: 649
Machine Model: ZY7
Machine Type: 9672
Machine Serial: 00!
Customer Humber: 0!

Company: ABC

Address: 123
Markham, Ontario, Canada
L2L 1C1

System Location: [warroom
2nd Floor

Contact Name: CLSS Staff
Yoice Number: 123-

| Continue I | Reset | | Cancel | | Help |

Figure 9-5 Service Agent for zSeries: Updating client information

Chapter 9. Electronic Service Agent for zSeries

127



8. In the next window (Figure 9-6), you enable or disable subsections of the Service Agent
and set the FTP password used by the OS/390 software to send information to the HMC.
Select the boxes that you want to enable. Enter an FTP password that must also be
entered into the OS/390 software. Click Continue when you are finished.

Electronic Service Agent License Agreement [z = |

Types of data to be collected and forwarded to IBM.
Select all that are to be allowed.

[V IBM 110 Device error data
[V IBM Software Inventory and PTF levels

User ID:
Password: HEHHREE

Confirm Password: [sxzz=ssx

| Continue I | Reset | | Cancel | | Help |

Figure 9-6 Service Agent for zSeries: Enabling or disabling the types of data to send to IBM

9. In the next window, select the time of day for the daily transmission of the inventory
information sent to IBM. Click Finish to complete the configuration process and store the
data within the HMC.

10.The HMC sends the automatic registration transaction. This transaction must be
completed before IBM can accept any problem or inventory transactions.

9.4 Image

A system programmer from your organization or a similar authorized representative applies
the Service Agent code to all images where Service Agent is to be activated. Refer to your
planning document for which image to activate for hardware problem submission, software
inventory collection, or Performance Management.

9.4.1 Hardware configuration

Hardware data is collected using a main program load module, called HESRDLOG, and three
dynamically allocated datasets. The HESRDLOG started task program begins by reading a
data set (hlg.HESPARMS) for its operating parameters. HESRDLOG then reads LOGREC on
a five minute cycle, saving hardware records in a temporary dataset (hig.HESTEMP). State
information is written to a dataset (hlg.HESSTATE). When critical data is read, all of the data
in the temporary dataset is sent, using FTP, to the focal point HMC for analysis and
processing. Then it is sent to IBM.

The following steps summarize how to configure and activate the hardware function of
Service Agent.

1. Allocate data sets required by Service Agent. Modify and run the sample HESALCHW job.
APF-authorize the Service Agent load library dataset (hlg.SHESLMOD).

Update and add Service Agent procedures to SYS1.PROCLIB.

Add a step in the EREP JCL job to run and capture Service Agent data.

Create started task IDs and started task entries in the STARTED RACF® class for
HESRDLOG using the supplied sample job.

o~ 0N
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6. Configure Service Agent by editing dataset hig.HESPARMS. Change the HMC IP address
and HMC FTP password to match that of your installation.

7. Start the hardware collection. Start the HESRDLOG procedure in the SYS1.PROCLIB
dataset.

9.4.2 Hardware activation

Activate the hardware data collection and reporting task by issuing the following MVS START
command:

S HESRDLOG, ESAPARM="'DEBUG, VERBOSE"'

For subsequent starts, we recommend that you start HESRDLOG in non-debug mode using
the following command:

S HESRDLOG

For the first start, add the VERBOSE variable to the ENV keyword passed as a parameter to
the HESRDLOG program. The HESRDLOG started task JCL should look like the following

example:

//HESRDLOG PROC  HESSPREF=HESV120,HESUPREF=HESV120,
// ESAPARM=

/1*

/1*

//HESRDLOG EXEC PGM=HESRDLOG,TIME=1440,DYNAMNBR=300,REGION=0M,
// PARM="env h1q=&HESUPREF,&ESAPARM'

Note: In a sysplex where the LOGREC is a LOGSTREAM, only one instance of the
HESRDLOG task should be running on any one of the systems that is connected to the
LOGREC logstream. Due to the nature of the LOGSTREAM, data is reported from all of
the images connected to the LOGSTREAM in the sysplex.

No checking is done for multiple instances of HESRDLOG reading the LOGREC
LOGSTREAM in a sysplex. The person who is performing the installation is responsible for
ensuring that only one HESRDLOG task is attached to the LOGREC LOGSTREAM in a
sysplex.

Activating the HESRDLOG started task for hardware data collection and reporting on more
than one system results in duplicate data, duplicate service calls, and erroneous tape
statistical data being presented to the IBM Customer Engineer (CE).

9.4.3 Software and performance collection configuration

Software information is collected from the SMP/E CSI data on a daily basis based on
configuration values. Collected software information is compared with previously collected
information. If it is changed, it is formatted and sent to IBM.

Performance data is accumulated on a regular basis in an SMF dump file from SMF record
types 70-78. Once a week, the currently accumulated performance data is processed,
validated by Service Agent, and sent to IBM. The SMF dump file is reset to continue with the
performance data accumulation process.

Collected data is formatted and sent, using FTP, to the focal point HMC. Software and
performance data are collected using configuration values supplied by a user using the
Service Agent window.
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To configure the software and performance data collection and reporting function, follow
these steps:

1. Allocate data sets required by Service Agent. Modify and run the sample HESALCSW
sample job.

2. APF-authorize the Service Agent load library using the sample HESAPF sample job.

3. Authorize Service Agent programs for Service Agent usage by modifying the IKJTSOxx
member in SYS1.PARMLIB. The sample is provided in HESTSO sample job.

4. APF-authorize Java dynamic link libraries (DLL) used by Service Agent using the
HESJAVA sample job.

5. Create started task entries in the RACF STARTED class profile for HESEVEM and
HESSCAN using the HESSTSW sample job.

6. Update and add Service Agent procedures HESMAIN, HESEVEM, and HESSCAN to
SYS1.PROCLIB. The sample procedures HESMAIN, HESEVEM, and HESSCAN are
provided.

7. Determine the Java Developer Kit (JDK) level to be used by Service Agent. JDK level 1.3.x
and 1.4x and later are currently supported.

8. Verify or update the environment variables in the ../usr/lpp/esa/esal.2/envvars file:

— CLASSPATH and LIBPATH for the Java JDK level 1.3.x or later
— Time zone
— Service Agent System call variables

9. Customize the Service Agent Dialog ISPF interface.

10.Configure the Service Agent using Service Agent Dialog.

11.Start the Verify transaction to verify connection to IBM.

12.Enable a scheduled collection for the data types of your choice.

13.Enabile collection and reporting for software data, performance data, or both.

The following additional steps are required for Performance Management collection:
1. Configure SYS1.PARMLIB members ERBRMF00 and SMFPRMOQO for accurate collection
of RMF and SMF data.

2. Configure SMF dump procedures for Service Agent data collection. The sample
procedure HESSMFDP is provided.

3. Verify the size of the SMF dataset allocation.

9.4.4 Software and performance activation

After you configure Service Agent software and performance collection, the next step is to
activate the Service Agent started tasks. If the Service Agent tasks are not activated,
automatic data collection is not initiated. The Service Agent tasks remain active only if you
enabled Service Agent for automatic collection and reporting of data.
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You can start the Service Agent tasks in one of the following ways:

» On the Service Agent Main Menu (Figure 9-7), select option 1 (Start).

1

2

3

Start

Stop

Ennfigurke

Display

Run

Verify

History

Exit

Command ==>

Service

Service

Service

Service

Service

Service

Service

Service Agent status:

Electronic Service Agent Main Menu|

Select the option of your choice:

Agent
Agent
Agent
Agent
Agent
Agent

Agent

Configuration
Data Collectors
Data Collectors
Connection to IBM

History Logs

not active mode: enabled

Figure 9-7 Electronic Service Agent Main Menu for zSeries

» Using the MVS console, enter the MVS command:
START HESMAIN,ESAPARM=START or S HESMAIN,ESAPARM=START

» From the command line on the Service Agent Main menu, type:
STARTSA

9.5 Maintenance

The Service Agent Main Menu (Figure 9-7) manages the software and performance actions.
It does not manage hardware error collection data. It displays a status and mode bar at the

bottom of the view.

For hardware problem submission, use the zSeries ISPF menu. Select option 9 (History log).
History log has Service Agent transactions with a user ID and date stamp.

9.6 Uninstall process

Service Agent is installed under the SMP/E umbrella. You use this same process to uninstall

it.

You can start and shut down Service Agent manually. Or you can use an automatic procedure
for the Electronic Service Agent software component in an automated operations
environment. For more information about these steps, refer to The IBM Electronic Service
Agent for zSeries and S/390 User Guide, SC38-7104.

Chapter 9. Electronic Service Agent for zSeries
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Glossary

AGNS AT&T Global Network Services

AIX Service Director The AlIX Service Director is
obsolete. It should not be installed on the AIX operating
system in the HMC environment. This would cause
multiple reporting of faults.

client Hardware Management Console (HMC) The
client HMCs are the additional machines that use the
gateway HMC to communicate to IBM. The clients do not
have database capabilities and are configured as client
HMC.

configuration Adaptation of files to a specific client site
for execution.

configuration file A file that contains information, such
as client contact information, supplied by the client. It is
created or changed during the installation and
configuration process. You may also change it during an
Electronic Service Agent upgrade or via commands from
other subsystems.

configurator The program that performs the process of
configuring Service Agent to the requirements of the client
site.

Data Collector The subsystem that is responsible for
collecting system and information and sending it to the
appropriate destination as messages (xSeries platform).

ECI Electronic Customer Interface.

encryption A method of encoding messages to provide
message security. Local encryption encodes messages
moving among distributed subsystems in a networked
environment. External encryption encodes messages
before transfer between the gateway and IBM.

enrolled machines All iSeries and pSeries HMC
supported machines are enrolled using the CPU machine
type, model, and serial number. This information should
be supplied by the Service Focal Point (SFP) to Service
Agent (SA). You may have to fill the initial gateway data
manually. Do not use the PC type, model, serial number,
etc.

entitlement Relates to the level of support provided to a
client. The level of support is determined by the
contractual arrangement between IBM Global Services
and the client.

error information Information that describes the

conditions of the managed system that are beyond the
specified tolerances of normal system behavior.

© Copyright IBM Corp. 2004. All rights reserved.

ESCON Enterprise System Connection Director
(zSeries platform).

event A means of identifying a change of state of a
process or device in the network. For example, an event
identifies when a critical resource threshold, such as
virtual memory utilization, is met.

Field Replaceable Unit (FRU) A part or component that
can only be replaced by trained IBM service personnel
and cannot be replaced by customers.

FRU See Field Replaceable Unit.

gateway The subsystem that establishes secure
communication with IBM and transfers messages
between the Data Collector and IBM. Applies to the
iSeries and pSeries platforms.

gateway HMC The gateway HMC is the system where
the Service Agent central database resides for this
complex. This is the default configuration. The gateway
machine contains the central database and the processes
to control the Internet or modem communications to IBM.

Hardware Management Console (HMC) Allows you to
perform many hardware management tasks for the
managed system, including configuring logical and affinity
partitions.

HES code Portion of the Service Agent for zSeries
placed on the images or partitions of the zSeries
operating system.

HMC See Hardware Management Console.

HTTPS HTTP Secure (external communications for
Service Agent).

IBM Director A systems management product that
provides support for xSeries servers.

IBM ID, ICR IBM Common Registration ID.

installation The placement of binary, non-customized
control files, and support files in a directory hierarchy on
the client system. The establishment of specific user
accounts, groups, etc., and of default permissions and
authentication requirements.
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inventory information Information that describes the
basic configuration of a managed system. Included are a
list of the physical characteristics of the managed system
(number of processors, amount of memory and disk, etc.),
and a list of installed software. Also known as machine
inventory information or service information.

JIT compiler Java Just In Time compiler. See the
following Web site for more information:
http://www.sun.com/software/solaris/jit

LAN See local area network.

local area network (LAN) Connects several devices
into a limited area (such as a single building or campus).
Can be connected to a larger network.

log file Record information about normal and abnormal
operation. Contains entries delimited by a time stamp.

LSLPP The List Licensed Program Products AIX
command. Is used by Service Agent to collect all installed
programs, versions, and maintenance levels.

managed systems An operating system instance or
hardware platform monitored by Electronic Service Agent.

MVS zSeries operating system abbreviation. Used as a
default operating system description on the zSeries
machines. Other zSeries operating systems can be
0S/390 or z/OS.

PDF Adobe Portable Document Format.
PMR See problem management record.

problem report Describes a problem that requires the
attention of IBM service personnel. This term can be used
in place of the RETAIN-specific term, problem
management record (PMR).

problem record/problem management record
(PMR) A RETAIN-specific term. Describes a problem
that requires the attention of IBM service personnel.

registration Associates authorized local users with a
managed system. Allows them access to data about that
system on the Electronic Service Agent Web site.
Registration is initiated by Electronic Service Agent.

SACM See Service Agent Connection Manager.

schedule driven Collectors and detectors that gather
information about managed systems at specified times.

SDR See Service Data Receiver.

Secure Sockets Layer (SSL) A security protocol that
provides communication privacy. Enables client/server
applications to communicate in a way that is designed to
prevent eavesdropping, tampering, and message forgery.

Service Agent Connection Manager (SACM) May use
an existing Internet connection or have a modem
configured to communications through a dialer structure.
The gateway HMC and the stand-alone Service Agent
may use the same SACM to communicate to IBM.

Service Data Receiver (SDR) An IBM database that
supports Electronic Service Agents.

Service Focal Point (SFP) Product application that
resides on HMC and AlX that delivers information to
Service Agent that is reported to IBM. Service Agent does
no data collection in an HMC environment. It only delivers
the information that SFP directs it to handle (pSeries
platform).

SFP See Service Focal Point.
SMP/E See System Modification Program Extended.

SNAP An AlX command to get a snapshot of register
information from a system

SSL See Secure Sockets Layer.

stand-alone Electronic Service Agent for pSeries and
RS/6000 May be installed on the AlX operating system
in the HMC environment. Does not collect any data in an
HMC-controlled complex. A common SACM may be used
to connect both applications to IBM.

System Modification Program Extended (SMP/E) The
basic tool for installing and maintaining software in z/OS
and OS/390 systems and subsystems.

Tape Subsystem Performance Analysis (TSPA) A
graph provided to IBM Support using Service Agent
information (zSeries platform).

TSPA See Tape Subsystem Performance Analysis.

vital product data (VPD) All information needed to
obtain a picture of the hardware and levels.

VPD See vital product data.
WAN See wide area network.

Web-based System Manager (WSM) Name of the GUI
on the HMC. Service Agent items are found under Service
Applications and then Tasks (pSeries platform).

wide area network (WAN) A network that provides
communication services between devices in a geographic
area larger than that served by a LAN or a metropolitan
area network. May use or provide public communication
facilities.

WSM See Web-based System Manager.
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Related publications

The publications listed in this section are considered particularly suitable for a more detailed
discussion of the topics covered in this redbook.

IBM Redbooks

For information about ordering these publications, see “How to get IBM Redbooks” on
page 137. Note that some of the documents referenced here may be available in softcopy
only.

>

IBM @server iSeries Universal Connection for Electronic Support and Service,
SC24-6224

Effective System Management Using the IBM Hardware Management Console for

pSeries, SG24-7038
Performance Management Services for AlX in a Partitioned Environment, REDP-0223

Difference Between Two Backup Tasks: Backup Critical Console Data and Save Upgrade

Data (HMC for pSeries), TIPS0156
What is a Hardware Management Console (HMC)?, TIPS0280

Other publications

These publications are also relevant as further information sources:

>

»

»

SMP/E V3R3.0 for z/OS and OS/390: Messages, Codes and Diagnosis, GA22-7770
SMPYJE for z/OS and 0OS/390: Commands, SA22-7771

SMPYJE for z/OS and OS/390: Reference, SA22-7772

SMPYJE for z/OS and OS/390: User’s Guide, SA22-7773

0S5/390 MVS JCL Reference, GC28-1757

0S5/390 MVS JCL User's Guide, GC28-1758

0S/390 MVS System Management Facilities, GC28-1783

0S/390 MVS Initialization and Tuning Reference, SC28-1752

05/390 UNIX System Services User’s Guide, SC28-1891

05/390 Resources Measurement Facility (RMF) User’s Guide, SC28-1949

S5/390 Hardware Management Console Operations Guide, Application Version 1.4,
GC38-0459

Electronic Service Agent for zSeries and S/390 V1R2 LPS, GA38-0956

The IBM Electronic Service Agent for zSeries and S/390 User Guide, SC38-7104
Electronic Service Agent for pSeries User Guide, SC38-7105

Electronic Service Agent for pSeries User Guide for HMC V3.1, SC28-7107
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»

»

»

Electronic Service Agent for iSeries User's Guide V5R2, SC41-5016
Electronic Service Agent for Linux User Guide, SC38-7109
System Manager Use, SC41-5321

Online resources
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These Web sites and URLs are also relevant as further information sources:

>

Electronic Service Agent for iSeries V5R3, User Guide
http://publib.boulder.ibm.com/isrvagt/sdsadoc.html
Installation, Configuration and Start-Up for SystemView® System Manager/400

http://www-912.1ibm.com/8625680A007CA5C6/1AC66549A21402188625680B0002037E/6D56D4950C0145F
0862566F800673B86

Electronic Service Agent for pSeries and RS/6000 Hardware Management Console
(HMC), SC38-7107

ftp://ftp.software.ibm.com/aix/service_agent_code/HMC/

Electronic Service Agent for pSeries User Guide, SC38-7105
ftp://ftp.software.ibm.com/aix/service_agent code/AIX/svcUG.pdf
Electronic Service Agent for Linux User Guide, SC38-7109
ftp://ftp.software.ibm.com/Tinux/service_agent_code/LINUX/

IBM Director
http://www-1.ibm.com/servers/eserver/xseries/systems_management/director 4.htm1
Electronic Service Agent for zSeries and S/390 User Guide, SC38-7104
ftp://ftp.software.ibm.com/s390/serviceagent/sa390ugvir2.pdf

0OS/390 Internet Library

http://www.ibm.com/servers/s390/0s390/bkserv/

z/OS Internet Library

http://www-1.ibm.com/servers/eserver/zseries/zos/bkserv/
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http://www-912.ibm.com/8625680A007CA5C6/1AC66549A21402188625680B0002037E/6D56D4950C0145F0862566F800673B86
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